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Cybersecurity Data Science (CSDS)

TOPIC

1. FRAME

2. DATA

3. DISCOVER

4. DETECT

5. DEPLOY
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Objectives of Bringing It All Together
Bringing It All Together in the Enterprise

• Integrating organization, processes, and technologies

• Analytics process management 

• Integration investigations

• Optimization of resources

• Organizational considerations and success factors

• Self-service analytics

• Conclusions / discussion



CSDS Process
Unified Orchestration



Enterprise Cybersecurity 
Data Analytics Architectures



The Big Picture

Defining requirements for adopting 
cybersecurity analytics
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ELK stack as a big data processing platform…
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ELK High-Level Functional Architecture

https://www.edureka.co/blog/elk-stack-tutorial/

Elastic 
(indexer)

Logstash
(broker)

Kibana

agents 
(shipping i.e. 
Lumberjack)

1. Rest 
API=>JSON 
(serialized)

2. ODBC 
(structured / 
batch)

Hadoop or 
DB In-Memory 

Analytics

https://www.edureka.co/blog/elk-stack-tutorial/
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ELK High-Level Functional Architecture

Elastic 
(indexer)

Logstash
(broker)

Kibana

• Visualization / dashboarding
• User interface to Elastic

• Log ingestion, parsing, filtering, aggregation
• Respond to raw JSON requests from Elastic
• Prepare and post ‘blobs’ to Elastic

• Index, store, search
• Ingest and index 

Logstash ‘blobs’
• JSON storage
• Refine ‘blobs’ for 

visualization
• Rule-based alerts & 

actions

agents 
(shipping i.e. 
Lumberjack)

1. Rest API=>JSON (serialized)

2. ODBC (structured / batch)Hadoop or 
DB

In-
Memory 
Analytics
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Data Access
Access Options

Hadoop-based Security Data Lakes Integrations
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Architecture:  Exploratory & Detection Platforms*
Functional Architectural Segmentation

Exploratory ‘big 

data’ repository

* Runs counter to the vendor stance of store ‘all-the-data-all-the-time’

Operationally 

focused detection

Feature engineering
i.e. selection, refinement, 

binning, correlations

Canonical ontology / 

schemas

Analytical models

• Statistical

• Supervised

Analytical models

• Descriptive

• Unsupervised

Analytical models

• Semi-supervised

• Human-in-the-loop

• Reinforcement
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Data lake: Conceptual architecture
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Source - http://www.slideshare.net/AmazonWebServices/analytics-in-the-cloud

Internal Data Sources

Hadoop 
platform

User Interface (browser)

Presentation Layer

Web Application Layer

OLAP

Cache Provisioning DB

Direct 
Analytics

Analytics 

Tooling

HYBRID INTERNAL & CLOUD

17

http://www.slideshare.net/AmazonWebServices/analytics-in-the-cloud
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* Horton Works

Example 
HYBRID

BIG DATA 
architecture

http://hortonworks.com/industry/financial/
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Virtual machines and containers

19
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Containers and Microservices

20

http://blog.ibmjstart.net/2015/07/23/learning-microservices-architecture-bluemix-docker-part-1/

http://blog.ibmjstart.net/2015/07/23/learning-microservices-architecture-bluemix-docker-part-1/
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SAS Visual Investigator (VI)

Supporting investigations and remediation

22



Analyst

Exploration

Discovery

Reporting

Publish Insights

Visualization &  Analysis

Command

Strategic Activities

Dashboards

Operational Insight

Performance

Location 
Analytics

Approachable
Analytics

Visual 
Exploration

Interactive 
Reporting

Data 
Preparation

Data 
Discovery

Tech

Data Preparation

Configuration

Security Model

User Management



Alert Triage



Entity Resolution and Analytics can support and direct investigators by showing entity 
closeness, betweeness, and influence to highlight areas of potential interest.

Entity Resolution and Social Network Analytics 
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Visual Investigator (VI): Cyber Investigations
Investigative case management and remediation

C:\Windows\System32\drivers\etc\hosts 
• 172.29.66.238   racesx07094.demo.sas.com acme.racesx07094.demo.sas.com cyberdyne.racesx07094.demo.sas.com intech.racesx07094.demo.sas.com
• 172.29.66.89    racesx08007.demo.sas.com racesx08007

Username:  videmo

Password:   Go4thsas
http://cyberdyne.racesx07094.demo.sas.com:7980/SASVisualInvestigator/

http://cyberdyne.racesx07094.demo.sas.com:7980/SASVisualInvestigator/
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Visual Investigator (VI): Terrorist Cell Investigation
Adjacent Security Example

http://fciu.pdcesx15028.exnet.sas.com/SASVisualInvestigator/

Username:  videmo

Password:   Go4thsas

http://fciu.pdcesx15028.exnet.sas.com/SASVisualInvestigator/


Self-Service 
Visual Analytics
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Data Engineering Advanced Analytics Triage / Validate Remediate

?Diagnostics & 
patterns

Predictive 
modelling

Establishing 
baselines

Anomaly 
detection

Behavioral
insights

INVESTIGATORScientist CASE MGMT
DATA 

ENGINEERData Manager
Data Scientist Infosec Response

Cyber 
Investigator

Cybersecurity Data Science as a Process



Key Concepts
How can we better connect 
cybersecurity professionals and data 
professionals?  
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DESCRIPTIVE

DIAGNOSTICS

PREDICTIVE

PRESCRIPTIVE

Validating 
Factors & Causes

Optimizing 
Systems

Understanding 
Social Context & 

Meaning

SEMANTIC
Data 

visualization

DATA QUALITY

Business 
Intelligence

Understanding 
Patterns

Forecasting & 
Probabilities

Data Science

VALUE

SO
P

H
IS

TI
C

A
TI

O
N

How do we substantiate our 
assumptions and hypothesizes? 

Is data quality 
reliable enough? 

What are 
limitations? 

How can we 
support experts 

with 
visualizations? 

What are the 
underlying 

human factors? 



Visual Analytics (VA)

Self-service visual analytics
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Self-Service Data Discovery
Visual Exploration and Analytics Dashboarding for InvestigatorsCyber 

Investigator
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Simple Cyber Risk Dashboard

http://racesx08007.demo.sas.com:8080/links/resources/report/?uri=/reports/reports/7c443ef2-b83f-4a99-8fc1-
350e65a6c618&page=vi6

user: sasdemo – password: Orion123

http://racesx08007.demo.sas.com:8080/links/resources/report/?uri=/reports/reports/7c443ef2-b83f-4a99-8fc1-350e65a6c618&page=vi6


Exercise 1: Cyber Risk Dashboard

Demonstrating self-service visual analytics with 
cybersecurity data
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Dashboard Demo: Network + Endpoint Insights Dashboard
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Hands-on Self-Service Analytics
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Hands-on Self-Service Analytics

DATA
SOURCES

VISUAL
CONFIG
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Hands-on Self-Service Analytics

DATA
SOURCES

VISUAL
CONFIG
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Hands-on Self-Service Analytics

ADD
NEW 
VIEWS



Exercise 2: Honeypot Analytics

Demonstrating self-service visual analytics with 
cybersecurity data
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Background to Honeypot Analytics
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Overview: Honeypot Project
Honeypot Analytics Exercise

Honeypot Project

• ~180 honeypot sensors (~220 peers in network?)

• Standardized RasPI image (to subsidiaries)

• T-Pot – modularized approach

• e.g. used to inform customers on infections

• Real-time visualization Sicherheitstacho

• Collaboration with The Honeynet Project

43

http://dtag-dev-sec.github.io/mediator/feature/2015/03/01/about.html
http://www.sicherheitstacho.eu/
http://www.honeynet.org/
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Dataset Profile
6 Dec 2016 - 26 Feb 2018 

• ~2.1 years / 111 weeks / 781 days (430 logged)

• ~32 GB (csv)

~74.6M events 

Key figures

• 452,532 unique attacker IPs

• 40,000 unique network class layers

• 217 countries (+ territories, etc.)

• 8 Honeypot types

• 221 HP identifiers

• 235 HP ASNs

• 345 HP hostnames

44

Day of Week Events % Total

Sunday 13,764,653          18%

Monday 10,043,485          13%

Tuesday 9,436,768            13%

Wednesday 10,358,282          14%

Thursday 10,505,657          14%

Friday 9,221,546            12%

Saturday 11,260,976          15%

TOTAL 74,591,367          

Hackers = weekend warriors? ☺
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Applied Cybersecurity Analytics Process
Statistical 

diagnostics

Multivariate 
anomaly 
detection

Supervised (predictive) 
machine learningText Analytics (e.g. 

logs, hash/URL rarity)

Unsupervised 
machine learning

Network (graph) 
analytics

Feature 
engineering

Semi-supervised / 
bootstrapped models

FEATURIZATION

SEGMENTATION SUBSTANTIATION

INDIVIDUATION
LABELING / 

TRAINING

PREDICTION

EXTRACTION

Feature 
extraction
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Overview of Data Processing

Extraction and featurization

Time epochs (hours, days, weeks)

Roll-ups – e.g. hour and day
• Distinct types per epoch

• E.g. distinct usernames / passwords 
attempted per period of time

Binning i.e. Network classes

Port types / protocols

Network graph 
• E.g. external IP class-to-honeypot type

46

• Ratios (i.e. # ports out-to-in)

• Outlier diagnostics
• Delta comparisons

• Focused statistical comparisons
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Key Findings

Substantial attack  
• > 55 million events total during this period

• Monday, February 19th through Sunday 25th (7 days)

• 400,000 IPs participating in attack 
• Narrowed to 40,000 network class segments 

• Narrowed subsequently to 3 key subsegment groups – likely command and control IPs / ranges

Honeypot peer types targeted
1. Network (Dionaea): low-interaction – capture payloads / malware

2. Network (honeytrap): observing novel nw service attacks – dynamic servers

3. SSH/console (cowrie): captures SSH & telnet connections

4. VNC (vnclowpot): low-interaction – listens on port & logs VNC Auth challenge

5. Webpage: webserver presenting host

47

http://honeynet.org/project/Dionaea
http://honeynet.org/project/Honeytrap
https://github.com/micheloosterhof/cowrie
https://github.com/magisterquis/vnclowpot
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Highly Active IP Network Ranges (classes)
Most active network ranges during mass attack

450k unique attacker Ips => 40k IP Class NW Ranges (A, B, C)

48

IP NW Range Events CD

5 8,178            4,851          

37, 109, 62 16,850          9,427          

10, 85, 89, 46, 95, 51... 53,246          29,867       

ALL OTHERS 780,191       447,677     

* 10, 85, 89, 46, 95, 51, 37, 62, 185.222, 77, 87, 222.88.69, 123
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Attributions
Self-propagating command and control-driven botnet malware

• Find open ports (high port scans)

• Guess passwords (high unique password attempts)

• Telnet port 23 open

Susceptible to autocorrelation-based diagnostics

• Examining lags in events and periodicity between events

Operational considerations

• Evidence of pre-attack surveilence and build-up activities

• Predictive model development has been demonstrated in research (early warning)

• Operationalize as a ‘warning model’ possible (i.e. real-time at data lake OR point of capture)

49

Subsequently, 
located following 
applicable 
research:
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Attribution

Mirai type

• IoT-driven worm / bot net – DDoS attacks

• Scans for telnet require telnet 23 open 

• C&C communication with attack and replication modules

• DNS lookups to C&C infrastructure

• See: Anotonakakis et al. 2017 – USENIX Security 2017

DDoS reports of Mirai & Satori (Okiru) strains emerging in Q1 2018

Reaper (IoTroop) another IoT-based DDoS (similar to Mirai) emerging early 2018

Memcached DDoS – high activity Q1 2018 (since has been actively patched)

Cowrie honeypot analysis - example analysis to focus attribution 

50

https://blog.cloudflare.com/inside-mirai-the-infamous-iot-botnet-a-retrospective-analysis/
https://www.usenix.org/system/files/conference/usenixsecurity17/sec17-antonakakis.pdf
https://securelist.com/ddos-report-in-q1-2018/85373/
https://www.networksasia.net/article/should-you-fear-reaper.1515387121
https://www.cloudflare.com/learning/ddos/memcached-ddos-attack/
https://hackertarget.com/cowrie-honeypot-analysis-24hrs/
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Mirai Mechanism
Scanning for IoT devices

• IP exclusion table embedded

• Brute force usernames/passwords trials via telnet using factory defaults

• Infected devices still operational, but slow & increase bandwidth

Follow-on infection spreading by IoT devices

• TCP SYN probes to pseudo random IPv4 addresses on telnet TCP 23 & 2323*

• Successful login details sent to command-and-control (CaC) collection server

Ongoing behavior of infected devices

• Monitoring CaC server

Leads to massive range of commandeered IPs 

• Able to overcome traditional anti-DoS defenses

• DDoS attack action in implementation 
51* DT Honeypot attacks focused on Ports 5900 (VNC), 69 (trivial FTP), 7007 (UPD – WMP, Skype, Torrent)



52

Honeypot Analytics: Mass Internet Attack Early Warning

Mirai (IoT botnet malware) source code released 2016/17 (GitHub)

• 2018: at least 13 variants reported running

Mirai: Anotonakakis et al. 2017 – USENIX Security 2017

DDoS reports of Mirai & Satori (Okiru) strains emerging 

Reaper (IoTroop) another IoT-based DDoS (similar to Mirai)

Memcached DDoS

Cowrie honeypot analysis - example analysis to focus attribution 

52

POC for Major Telecommunications Provider

https://blog.cloudflare.com/inside-mirai-the-infamous-iot-botnet-a-retrospective-analysis/
https://www.usenix.org/system/files/conference/usenixsecurity17/sec17-antonakakis.pdf
https://securelist.com/ddos-report-in-q1-2018/85373/
https://www.networksasia.net/article/should-you-fear-reaper.1515387121
https://www.cloudflare.com/learning/ddos/memcached-ddos-attack/
https://hackertarget.com/cowrie-honeypot-analysis-24hrs/
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REFERENCES: Honeypot Analytics

http://dx.doi.org/10.1145/2799979.2799999
https://books.google.nl/books?id=kLgrDwAAQBAJ
https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/antonakakis
http://www.sciencedirect.com/science/article/pii/S016740481730007X
https://books.google.nl/books/about/Virtual_Honeypots.html?id=QuHnPgAACAAJ&redir_esc=y
http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=6587320&isnumber=6609092
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Analytics Model Profile (Botnet Infections & DDoS Attacks)
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Mass Attack

1 2 3

Command and Control

Probing and Mass Infections of IoT Targets

Probing Corporate Servers & Resources

Manos Antonakakis et al. 2017. Understanding the Mirai Botnet. Proceedings of the 26th USENIX Security Symposium. 
https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/antonakakis

https://www.usenix.org/conference/usenixsecurity17/technical-sessions/presentation/antonakakis


Honeypot Dashboard
This practice reinforces the concepts discussed previously.
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Overall trending – mass attack across honeypots - January 19th
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Overall trending – attack actions on specific honeypot types



5858

Geographic location of attacks (commandeered botnet IPs)
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Key attack volume: IPs attacked, username/pswd attempts, source & target ports
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Most active IP class ranges – actions and honeypot types targeted
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Attack chain – key attacker IP movement from honeypot-to-honeypot
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Main attacker IP class ranges – IPs and behavior during attack period
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Volume of port attempts by IP range & target honeypot ports
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Attack Attribution (feature selection)
• Mass attack (DoS?) begins Feb 19th

• Early indicators begin: Jan 17th, Feb 8th, 13th, 15th, 16th, 
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Attacking IPs (40,000 network ranges)
• 5 distinct bahaviors resident:  ongoing infection with C&C, DoS attack



6666

Attacking IPs (40,000 network ranges)
• Secondary focused clustering to explain distinct behaviors
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High-Level Attacking Forecasting
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Attack Attribution: guidance for feature selection



Wrap-Up
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• Big data management
• Flags, rules, and alerts
__________________
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machine learning
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• Big data management
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__________________
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Learning
• Human-in-the-loop 
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• Champion-challenger 

model management
• Automating alert triage
• Resource optimization

Cybersecurity Analytics Maturity
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•Diagnostics
•Unsupervised ML
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Resource Optimization
Data-aware 
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Idea Exchange
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Based on today’s discussion, what are your thoughts 
on next steps with cybersecurity analytics?
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https://www.sas.com/en_us/whitepapers/close-detection-deficit-with-security-analytics-108280.html
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SAS Security Analytics Framework (SAF)

DATA ENGINEERING & ANALYTICS

ESP
• High-speed ingestion & enrichment

ACCESS Hadoop, DLfH
• Hadoop integration & data management

DI Studio / Data Management
• ETL and data quality / governance

Viya VDMML
• ML engine (on-premise or in-in cloud)

FRONT-END & OPERATIONAL

VA
• Dashboards, self-service analytics & statistics

VI
• Investigative support

ALIAS (including MM)
• Self-improving ML based on investigative results

Decision Manager
• Risk model development / hosting



APPENDIX
Cloud & service architectures
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Data Mgmt 
GUIs

In-Memory 
Engine

In-Database

In-Hadoop

In-Stream
Solutions

APIs

Platform

Analytics

Data ManagementFraud and Security 
Intelligence

Business Visualization
Risk Management

!

Customer Intelligence

Cloud Analytics Services (CAS)

Data Enablement

IT Enablement

Cloud Enablement  
Developer Enablement

Solutions Enablement 

VIYA HYBRID CLOUD & MICROSERVICES ARCHITECTURE
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WORLDWIDE PUBLIC IT CLOUD SERVICES REVENUE

IDC, “Worldwide Software Predictions, 2015”, January 2015

CAGR = Compound Annual Growth Rate

2010    2011   2012    2013    2014   2015   2016   2017

$120B

$100B

$80B

$60B

$40B

$20B

$0B

$107 BILLION
IN 2017

Cloud Computing

Worldwide public cloud services market revenue growth hit 18.5% in 2017 to total $260.2 billion, up 
from $219.6 bil in 2016.  Projected to reach $411 bil by 2020.
Gartner, Inc. https://www.gartner.com/newsroom/id/3815165

Alternative to in-house…. 
• HW/SW
• Appliance

http://www.gartner.com/smarterwithgartner/cloud-computing-enters-its-second-decade/
https://www.gartner.com/newsroom/id/3815165
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Magic Quadrant for 
Public Cloud Storage 
Services, Worldwide

July 2017

Market leaders:
• AWS (Amazon)
• Microsoft
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https://www.gartner.com/doc/3770164/magic-quadrant-public-cloud-storage
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Cloud Computing

National Institute of Standards and 
Technology (NIST)

• Ubiquitous, on-demand network access
• Shared pool of configurable computing resources
• Can be rapidly provisioned with minimal effort
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Cloud Models
DEPLOYMENT MODELS
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Cloud Computing

National Institute of Standards and 
Technology (NIST)

• Ubiquitous, on-demand network access
• Shared pool of configurable computing resources
• Can be rapidly provisioned with minimal effort
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Cloud Computing Service Models

Layers of Cloud Services
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Cloud Computing Service Models

Layers of Cloud Analytics Services
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DAaaS*

Pre-configured dashboards, guided data analysis, 
self-service analytics, expert systems, etc. 

Virtual machines, servers, storage, load balancing, 
distributed processing, etc. 

Hadoop / big data clusters, dataware housing, 
machine learning tools, dashboarding, etc. 

Cloud Computing Service Models

Layers of Cloud Analytics Services

*Data Analytics as a Service
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Data Engineering:  
Preparing Data for Analytics

MQ

XML

Cloud

DESTINATIONS
SOURCES 

DATA INTEGRATION

DATA ACCESS

REAL TIME

DATA VIRTUALIZATION

DATA QUALITY & 
VALIDATION

MASTER DATA MGMT

DATA MANAGEMENT

DATA GOVERANCE

RDBMS

RDBMS

Cloud
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Data Lake: Conceptual architecture
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Data lake: Conceptual architecture
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Source - http://www.slideshare.net/AmazonWebServices/analytics-in-the-cloud

Internal Data Sources

Hadoop 
platform

User Interface (browser)

Presentation Layer

Web Application Layer

OLAP

Cache Provisioning DB

Direct 
Analytics

Analytics 

Tooling

HYBRID INTERNAL & CLOUD
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http://www.slideshare.net/AmazonWebServices/analytics-in-the-cloud
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* Horton Works

Example 
HYBRID

BIG DATA 
architecture

http://hortonworks.com/industry/financial/


99

TRENDING:  Virtual machines and containers

99
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TRENDING:  containers and microservices

100

http://blog.ibmjstart.net/2015/07/23/learning-microservices-architecture-bluemix-docker-part-1/

http://blog.ibmjstart.net/2015/07/23/learning-microservices-architecture-bluemix-docker-part-1/
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