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Experience
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Data Scientist (cyber/fraud/security)
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• Nyenrode University
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Owner / Consultant (risk/finance)
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• Atradius (insurance)
Senior R&D Engineer
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• PhD (ABD) 

• MBA (OneMBA)

• MA Financial 
Management

• Certificate Finance                    

• GD IT Management

• MA Computer &
Communications 
Technology

LinkedIn
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Blog
YouTube

• Introduction to Advanced Analytics

• Introduction to Cognitive Analytics 

• TedX RSM: Data Analytics

mailto:scott.mongeau@sas.com
http://linkedin.com/in/smongeau
http://twitter.com/sark7
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AGENDA
Data Science for Cybersecurity Risk

•Why?
•Cybersecurity risk management

• Challenges
• Data-driven approach

•Data Science (DS)
•DS for cybersecurity risk

• Focused examples
• Learnings from the field
• Risk management solutions
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Multidisciplinary Merge
Challenges bringing common interests together

DOMAIN FOCUS CHALLENGE

Cybersecurity
Protect network 
infrastructure and 
resources

Many unknown-
unknowns

Risk 
Management

Identify probability and 
impact to control 
risks/opportunities

Uncertainty gap in 
cybersecurity domain 
(avoid, reduce, share, 
or retain risks?)

Data Science
Application of a range 
of methods to extract 
insights from data

Clarifying best practices 
to support cyber risk 
management

http://www.google.nl/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjx7-7Nv8rUAhXMYVAKHbVFAEUQjRwIBw&url=http://academic.engr.arizona.edu/vjohnson/Todays%20Engineer/Conflict%20Management.htm&psig=AFQjCNHu1AnuV5Fu1_3EaF3ve8MFl9qUYg&ust=1497981871907751
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Cybersecurity
Risk Management
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THREATS
<likelihood>

VULNERABILITIES

<exposure>

ASSETS
<impact>

RISKS
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Cyber Incidents:  Likelihood and Impact

SOURCE
Longitude Research. (2014). “Cyberrisk in banking.” Available at 
http://www.longitude.co.uk/wp-content/uploads/2015/02/cyberrisk-in-banking-106605.pdf

http://www.longitude.co.uk/wp-content/uploads/2015/02/cyberrisk-in-banking-106605.pdf
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THREATS
<likelihood>

VULNERABILITIES

<exposure>

ASSETS
<impact>

Unknown-

unknowns
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Customer
Data

Weakness in supply chain is used to gain access 
to network 

Credentials of supplier compromised due to 
poor security implementation
Mimic known “service accounts” to avoid host-
based detection

Compromised machine begins to perform active 
network reconnaissance
A command and control point is established on the 
network, with end nodes being the POS 
Install BlackPOS malware targeted POS systemsExfiltration of customer data via multiple servers 
and monetization on black market

POS POS
POS

Anatomy of a Sophisticated Attack:  Target retailer POS breach (2013)
Hybrid social engineering multi-layered, multi-phased attack

http://www.google.ca/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&docid=Q-iGu3QvXZ7t4M&tbnid=f_GG8ZD-9aOdXM:&ved=0CAUQjRw&url=http://pixabay.com/en/card-chip-computer-storage-credit-23250/&ei=PsCZU97uEsqGyAScwIKYDw&bvm=bv.68911936,d.aWw&psig=AFQjCNF9tL7MJ6ZJIAjqd9czLp51qa34tQ&ust=1402671521401551
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10 Deep-incursion: STUXNET (Duqu/Flame) (2010)
State-sponsored sophisticated multi-phased worm attack

SOURCE:  IEEE Spectrum http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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“There’s a lot of talk about nations trying to attack us, 
but we are in a situation where we are vulnerable to an 
army of 14-year-olds who have two weeks’ training”

- Roel Schouwenberg
Senior Researcher, Kaspersky Lab
http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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Darknet

Deep 

Web

Internet
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TANGIBLE

 Destruction of infrastructure

 Incident handling costs

 Lost customers / clientele

 Legal judgements

 Regulatory fines

 Rectification of vulnerabilities

INTANGIBLE

 Loss of trust (customers, partners)

 Impact on strategic market position 
and share price

 Damage to reputation & brand

 Impact to credit rating

Impact from Cyber Incidents
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Reactive militarization…
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Source: 
Gartner. 2015. Agenda Overview for Banking and Investment Services.

Competitive ‘digital innovation’ pressures

Risk of 
disintermediation
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Expanding digital offerings:
• Increasing access
• Complexity of systems
• Greater volumes of data

Proliferation of devices:
• BYOD
• VMs / containers
• IoT / smart devices
• ICS SCADA



Copyr i g ht  © 2015,  SAS Ins t i tu t e Inc .  A l l  r ights  reser ve d .

Firewalls & Intrusion 
Protection

Identity 
Management

Data Loss 
Prevention

X

Malware 
Sandboxing

Vulnerability 
Scanning

!

Encryption

Endpoint Protection, 
Detection & Response

Web & Email 
Gateways

THREATS

10,000 Alerts Daily

250 Reviewed by Analysts

30 Fully Investigated

SIEM / MSSP

In Search of: Targeted, Relevant, Actionable Alerts…
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Data-Driven
Cyber Risk 

Mangement
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Many data sources… increasing data volume

Source
Cyber Security Solutions, 2014.
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Need for enriched, prioritized security alerts

Real Time 
Processing

Firewalls, IPS, IDS, Malware,
Web Proxy Logs, DLP, SIEM

Cyber Data Types and Monthly Volumes

PCAP

Trillions

FLOW

Billions

POINT
ALERTS
Millions

Thousands

?



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

Simply Complex
Identifying targeted anomalies amongst and ocean of noise…

SOURCE

Aggarwal, Charu C. (2017). “Outlier Analysis: Second 

Edition”. Springer International Publishing AG.
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CHALLENGES CYBER DATA SCIENCE

Disconnected & 
low quality data

High false positive alerts

Unknown unknowns –
no baseline

Managing and rationalizing data

Focused insights from Big Data

Diagnostics for understanding 
‘normal’

Data overload

Targeted alerts based on 
anomalies

Slow and manual investigation 
processes

Machine learning identifies 
hidden patterns

Data Science for Cybersecurity
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Data Science => Uncertainty Reduction

SOURCE
Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats
WEF report in collaboration with Deloitte:  
http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf

http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf
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Data Science => Measurement

Advancing Cyber Resilience Principles and Tools for Boards 

http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf

Reducing uncertainty:
Statistical measurement and analysis

http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf
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Optimizing Accessibility Versus Exposure
Invest to point of optimality

global 

optimal

Profits

Costs

under-

invested
premium

investing

(P) 

Profits 

from digital 

participation

(Q) Quantity of cyber threat assurance 

break

even

SOURCE
Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats
WEF report in collaboration with Deloitte:  
http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf

http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf
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https://www.sas.com/en_us/whitepapers/ponemon-how-
security-analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners

Level of difficulty in reducing false alerts*

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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Poll Question 1

1.  At what stage are you in deploying a 
cybersecurity analytics program?
a) Not planning
b) Planning in next 3 to 12 months
c) Planning in next 12 to 24 months
d) Implementation underway
e) Have completed
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SOURCE
Security Brief Magazine. (2016). “Analyze This! Who’s Implementing Security Analytics 
Now?” Available at https://www.sas.com/en_th/whitepapers/analyze-this-108217.html

https://www.sas.com/en_th/whitepapers/analyze-this-108217.html
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Overview
Data Science
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Calvin.Andrus (2012) http://en.wikipedia.org/wiki/File:DataScienceDisciplines.png
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Schutt, Rachel; O'Neil, Cathy (2013). 
Doing Data Science: Straight Talk from the Frontline. O'Reilly Media.
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Data Science / Data Analytics 

Business (Enterprise)  Analytics

• Stakeholder 
alignment

• Goals

• Problem framing

• Uncertainties

• Risks

• Modelling

• Testing

• Validation

• Communicate

• Maintenance

organizational process
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Data Science for 
Cybersecurity Risk Analysis
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Poll Question 2

2.  What is the most important objective for 
applying cybersecurity analytics?
a) Detect events in progress

b) Determine root cause of past events (forensics)

c) Provide advanced warning of potential internal threats 
and attackers

d) Prioritize alerts, security threats, and vulnerabilities

e) Provide advanced warning about potential external 
threats and attackers
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https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners

Most important objectives for a 

cybersecurity analytics solution*

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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Data management Advanced pattern analytics Triage / Alerts Investigator Case 
Management

?Business 
rules/scores

Predictive 
modelling

Database 
searches

Anomaly 
detection

Network 
Analysis

CYBER SECURITY ANALYTICS PROCESS

INVESTIGATORScientist
CASE MGMT

DATA 
ENGINEER

Data Manager
Data Scientist InfoSec Response

Cyber 
Investigator

RECURSIVE DESIGN FEEDBACK PROCESS

Enterprise Cyber Security Data Science
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Cyber Data Science Lifecycle

PROBLEM 

FRAMING

DATA

PREPARATION

DATA 

EXPLORATION

TRANSFORM & 

SELECT

MODEL 

BUILDING

MODEL 

VALIDATION

MODEL 

DEPLOYMENT

EVALUATE & 

MONITOR 

RESULTS

Pattern 

Detection Exploration 

and Insights

VALUE 

CREATING

INSIGHTS

INVESTIGATOR

Scientist CASE MGMT

DATA 
ENGINEERData Manager

Data Scientist

InfoSec Response

Cyber 
Investigator
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Simply Complex
Identifying targeted anomalies amongst and ocean of noise…

SOURCE

Aggarwal, Charu C. (2017). “Outlier Analysis: Second 

Edition”. Springer International Publishing AG.
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Data Science for Cybersecurity Supports Core 
Uncertainty Reduction

PATTERN 

DISCOVERY

& diagnostics

DETECTION 

& review

PREDICT 

& validate

MODEL 

TUNING & 

maintenance MODEL 

RESPOSITORY
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Data Science => Uncertainty Reduction

SOURCE
Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats
WEF report in collaboration with Deloitte:  
http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf

http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf
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demographics historical

accounts

transactions

bytes sent

protocols

devices

locationsuserid

IP addresses

threat tracking

Linking and Managing ‘Big’ Cyber Data

authentication

SIEM stream
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SOURCE
Security Brief Magazine. (2016). “Analyze This! Who’s 
Implementing Security Analytics Now?” Available at 
https://www.sas.com/en_th/whitepapers/analyze-this-
108217.html

https://www.sas.com/en_th/whitepapers/analyze-this-108217.html
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Data Science: Multiple Analytics Methods

DECISIONS

Diagnostics

Anomaly 
Detection

Predictive 
ModelsText 

Analytics

Pattern
Analysis

Network 
Analysis
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Statistical Methods: Network Discovery

MEASURES

• Centrality

• Eigenvector

• Density

• Reach

• Strength

• Recopricity



Discovering Patterns

Unsupervised machine learning
- You have a dataset, but little idea concerning the 
patterns and categories

-Example:  your have a large set of Net Flow data, but 
do not know patterns

Detection / Prediction

Supervised machine learning
- You have a baseline: a dataset with examples of what 
you are attempting to predict or classify

(random forests, boosted trees)

- Example: known examples of cyber attacks based on 
Net Flow data

Cluster Analysis

Decision Trees

Machine Learning
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Unusual groupings 
(cluster outliers)

Unsupervised Machine Learning (identifying patterns)
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Clustering suggests 
20 significant groups 

Not All Users are Alike…
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Each cluster has a 
signature pattern 
of 22 measures 
(high and low)

Patterns in Complexity:  Cluster Analysis
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Each cluster has a 
signature pattern 
of 22 measures 
(high and low)

Patterns in Complexity:  Cluster Analysis
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Pareto Principle 
• 80/20% pattern in network-usage (user hours online)

• Outliers: multiple devices 24 hours online

• High correlation (80-90%) between hours online and propensity to align with 
multiple usage patterns…

• Pattern has been observed across multiple samples

0%

20%

40%

60%

80%

100%

1-50 51-upwards

% Users to % Hours Active

Users Hours Active

Learnings from the Field:  User Patterns
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CAR Engine

TRAINING SET VALIDATION SET

USER PROFILE ATTACK PROFILE

NORMAL POSSIBLE THREAT

Device

Time of day

Source 
location

IP

Threat 
intelligence

Amount

Peer group

Destination
location

Secure
profile

Known 
devices

Average
amount

Known
location

Known
destination

Applications

Supervised Machine Learning (Predictive)

KNOWN!
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Signature pattern for identified INFECTED DEVICE

Web Proxy Host Scanning Devices on the network that are anomalously scanning for 
external devices via the Web Proxy server

Web Proxy Destination Port Scanning Devices on the network that are anomalously scanning for 
external devices via the Web Proxy server

Application Server Host Scanning Devices on the network that are anomalously scanning for devices 
hosting an http or application server

Attack Pattern for Prediction
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Summary
Conclusion
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https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners

Challenges preventing successful 

use of cybersecurity analytics*

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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Cyberanalytics context

…disconnected data sources 
of variable quality

…high false positive alerts 
with rule-based approaches

…lack of statistical baselines 
to establish validity

…high volumes of structured 
and unstructured data

…slow and manual investigation processes 
(needles in the haystack)

…assess, extract, transform, 
and aggregate data

…operation at big data scale 
at high velocity

…effective statistical diagnostics
for model validation

…supply hunters with targeted alerts based on 
demonstrable statistical anomalies

…unsupervised machine learning 
identifies hidden patterns

Cyber detection is challenged by…

CHALLENGES APPROACH

Cybersecurity analytics…
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Analytics Lifecycle

SOURCE
SAS Institute. (2016). “Managing the Analytical Life Cycle for Decisions at 
Scale.” Available at 
https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-
continuous-innovation-106179.pdf

https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf
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Data Science => Uncertainty Reduction

SOURCE
Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats
WEF report in collaboration with Deloitte:  
http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf

http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf
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Analytics Lifecycle
Building and Deploying Advanced Analytics 

Data Warehouse / Data Lake

DATA

Discovery Deployment

Prepare

Explore

Model

Implement)

Act

Evaluate

Ask

IT, Business Analyst, User Departments

Robust

Automated

Actions

Decisions

Operations

Experiments

Data Science

New data Types

Innovation

Explorative

Data Scientist, User Departments
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