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AGENDA

Data Science for Cybersecurity Risk

-Why?

-Cybersecurity risk management
- Challenges
- Data-driven approach

- Data Science (DS)

- DS for cybersecurity risk
- Focused examples

- Learnings from the field

- Risk management solutions
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Multidisciplinary Merge

Challenges bringing common interests together @ D @

llllll

DOMAIN FOCUS CHALLENGE

Protect network
infrastructure and
resources

Cybersecurity

Risk
Management

Data Science

|dentify probability and
impact to control
risks/opportunities

Application of a range
of methods to extract
insights from data

Many unknown-
unknowns

Uncertainty gap in
cybersecurity domain
(avoid, reduce, share,
or retain risks?)

Clarifying best practices
to support cyber risk
management
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Cybersecurity
Risk Management
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Cyber Incidents: Likelihood and Impact

r 3
g0 -
i Phishing €
Botnets @ @ Spam
. Online scams and frauds € Mobile malware
70 Hacking € Smishing
Malware OSpim
2 Identity theft and identity fraud €
S 60 - @ Distributed denial of service
£
E
@ Advance-fee fraud conducted over the Internet
90 =
@ Online harassment
40 -
30 I | | 1 I >
30 40 50 60 70 80
Likelihood
SOURCE

Longitude Research. (2014). “Cyberrisk in banking.” Available at
http://www.longitude.co.uk/wp-content/uploads/2015/02/cyberrisk-in-banking-106605.pdf
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Anatomy of a Sophisticated Attack: Target retailer POS breach (2013)
Hybrid social engineering multi-layered, multi-phased attack

Exfiltration of customer data via multiple servers
and monetization on black market
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10 Deep-incursion: STUXNET (Duqu/Flame) (2010)

State-sponsored sophisticated multi-phased worm attack

UPDATE FROM SOURCE

1. infection

Stuxnet enters a system via a USB stick and
proceeds to infect all machines running
Microsoft Windows. By brandishing a digital
certificate that seems to show that it comes
from a reliable company, the worm is able to
evade automated-detection systems.

?
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2. search
Stuxnet then checks whether a given
machine is part of the targeted indus-

trial control system made by Siemens.

Such systems are deployed in Iran to
run high-speed centrifuges that help
to enrich nuclear fuel.
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3. update
If the system isn't a target,
Stuxnet does nothing; if it is,
the worm attempts to

access the Internet and
download a more recent

version of itself.
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4. compromise 5. control

The worm then compromises the
target system's logic controllers,
exploiting “zero day” vulnerabilities-
software weaknesses that haven't
been identified by security experts.

SOURCE: IEEE Spectrum http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

In the beginning, Stuxnet spies on the
operations of the targeted system. Then it
uses the information it has gathered to
take control of the centrifuges, making
them spin themselves to failure.
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6. deceive and destroy
Meanwhile, it provides false feed-
back to outside controllers, ensur-
ing that they won't know what's
going wrong until it’s too late to do

anything about it.

0Sas


http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

DISTRIBUTE, WHOLESALE,
RESELLERS.......

CN “There’s a lot of talk about nations trying to attack us,
Ibut we are in a situation where we are vulnerable to an
==army of 14-year-olds who have two weeks’ training”

8- Roel Schouwenberg
Senior Researcher, Kaspersky Lab

i http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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NOTICE OF EXTORTION

, has been targeted for extortion. The

Your business,
selection process is random, and was not triggered by any event under your control.

Should you fail to pay the one-time monetary tribute, by the deadline provided below,
your business will be severely and irreparably damaged. The following methods are

commonly employed in cases of non-compliance:
|

Health Code Violations

\ *  Negative Online Reviews _
| * BBB Complaints >
| » Harassing Telephone Calla OSHA Violatious
3 + Criminal Tax Evasion
- Fraudulent Delivery Orders
x < X . Money Laundering
| = Telephone Denial-of-Service
Illegal Drug Sales

! * Bomb Threats 3

e vandalism * Marijuana Grow Operations \

+ Methamphetamine Production \
*» fTerrorist Training Activity

Mercury Contamination

1‘ - - -
The tribute price is only One Bitcoin (1 BTC), but must be paid by August 15, 2014
Payment is to be made to the Bitcoin Wallet Address listed below.

If payment is not received, our team will begin taking the actions listed above. Once

engagement has begun, it can only be stopped for a tribute of Three Bitcoin (3 BTC).
Because many of the actions we take are catastrophic and irreversible, is it advised to

pay the tribute before the deadline is reached.
\

Bitcoin ‘

[ Payment Type:
15, 2014

Deadline: August

J
Amount Due: s g :
(1f paid before deadline) 1 Bitcoin
\

f
/ Amount Due: Ny
(fpaid afer deadline) > BLTCOLN |

Purchase Bitcoin @
https://www.coinbase.com/

17gtl1Bancvtnndwy4BA41VBUH3IpfbUvVZE



TAN

Impact from Cyber Incidents

GIBLE

Destruction of infrastructure

Incident handlin

g costs

Lost customers / clientele

Legal judgements

Regulatory fines

Rectification of vulnerabilities

Increased

Scrutiny

by regulators
& the public

INTANGIBLE

Loss of trust (customers, partners)

Impact on strategic market position
and share price

Damage to reputation & brand

Impact to credit rating
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Competitive ‘digital innovation’ pressures
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& Digital Wallets - =
(a ital
Transaction Risk Of bsystem
Banking 20| disintermediation fk of the Future
Payments S ey
Modernization QW
Open Bank
Systems
Amplified
Decision
Making
Ba {\O“
" Operations Innov@
Source:

Gartner. 2015. Agenda Overview for Banking and Investment Services. §SaS



Expanding digital offerings:
4°¢ Increasing access

e Complexity of systems

e Greater volumes of data

Proliferation of devices:
e BYOD

* VMs / containers
 |oT / smart devices
 |CS SCADA




In Search of: Targeted, Relevant, Actionable Alerts...

THREATS

Endpoint Protection, Malware
Detection & Response  Sandboxing
o] W s
'
Identity Vulnerability
Management Scanning v
ré_, @ 10,000 Alerts Daily
~ |
Firewalls & Intrusion Data Loss 250 ReVIewed by Ana IyStS
Protection Prevention I
---'!
—— n 30 Fully Investigated
Web & Email Encryption
Gateways
DA




Data-Driven

Cyber Risk
Mangement
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Many data sources... increasing data volume

Netflow /

e o il

IP traffic

Door
swipe

HP ArcSight

Quest Software

IBM Q1 Labs
Splunk

ACTIVE

DIRE

CTORY

Web
Proxy

Business
Tx

External
hotlist

. DATABASE
APPLICATON

SERVER
WORKSTATION
192.168.10.44
INTERNET SE— / |
/.
Cisco CheckPoint Cisco  Juniper Networks McAfee Kapersky Labs MS SCOM SAP ERM
Palo Alto Networks Fortinet | | Tipping Point SourceFire Trend Micro  Semantec SNMP VMWARE

Source
Cyber Security Solutions, 2014.
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Cyber Data Types and Monthly Volumes

?

Need for enriched, prioritized security alerts
Thousands

POINT
ALERTS
Millions

Firewalls, IPS, IDS, Malware,
Web Proxy Logs, DLP, SIEM

FLOW Real Tir.ne
sillions Processing
PCAP
Trillions
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Simply Complex

|Identifying targeted anomalies amongst and ocean of noise...

WEAK OR STRONG OUTLIERS

NORMAL DATA I NOISE ANOMALIES |

INCREASING OUTLIERNESS SCORE FROM LEFT TO RIGHT

" " L s s . AN N
[ 5 10 15 o 2 4 € 8 10 12 " 16
FEATURE X FEATURE X

(a) No noise (b) With noise

SOURCE
Aggarwal, Charu C. (2017). “Outlier Analysis: Second
Edition”. Springer International Publishing AG.
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Data Science for Cybersecurity

CHALLENGES

Data overload

Disconnected &
low quality data

XX High false positive alerts

{:y Unknown unknowns —
O ,
no baseline
g Slow and manual investigation
processes

CYBER DATA SCIENCE

O
)

O
%

Focused insights from Big Data

Managing and rationalizing data

Machine learning identifies
hidden patterns

Diagnostics for understanding
‘normal’

Targeted alerts based on
anomalies

gsas



Data Science => Uncertainty Reduction

Threats + Vulnerabilities * Values at Risk * Responses

Policies

Hacktivism
Regulations

Traditional

Corporate
Espionage

Governance

Government
Driven

Accidental
Poor practice
Processes

Coordinated Action

Risk Markets

I
§

Systemic

Technology

Embedded Security

SOURCE

Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats

WEF report in collaboration with Deloitte:

http://www3.weforum.org/docs/WEFUSA QuantificationofCyberThreats Report2015.pdf
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Data Science => Measurement

Cyber incident impact

Intangible assets
—IP
— reputation
— compilance

X
( 3\

i

confidentiality

4

Cyber Risk

Cyber incident probability

People and Culture

Disgruntled Customers

Human Error |

Tangible assets
— financial
— physical
— production
systems
— infrastructure

Reducing uncertainty:

Statistical measurement and analysis

Supply Chain
Partner Action

Insider Action |

Greater good
— safety of life
and health
— civil liberties
— individual
privacy

Advancing Cyber Resilience Principles and Tools for Boards

1

integrity and
accountability

availability

Processes and
Organization

Hacktivism |

Crime |

Sabotage |

Corporate
Espionage

Terrorism |

State Action |

S -
F- '
Technology and
Infrastructure
N, J

http://mww3.weforum.org/docs/IP/2017/Adv Cyber Resilience Principles-Tools.pdf

Force Majeure |

Osas


http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf

Optimizing Accessibility Versus Exposure
Invest to point of optimality

under- global premium

_ break
invested optimal

investing even

(P)
Profits
from digital

participation

(Q) Quantity of cyber threat assurance

SOURCE

Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats
WEF report in collaboration with Deloitte:

http://www3.weforum.org/docs/WEFUSA QuantificationofCyberThreats Report2015.pdf
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Ponemin
Level of difficulty in reducing false alerts*
90% - 80%
80% -
70% -
60% -
50% -
40% - 33%
When Seconds Count: How Security 0
Analytics Improves Cybersecurity 30% -
Defenses 20% -
‘Sponsored by SAS Institute 10% -
Independently conduciad by Ponemon instiiste LLT Ocyo ~ e
Publication Date: January 2017
Before security After security
analytics analytics
Tmmm—— * Survey of 621 global IT security practitioners

https://www.sas.com/en us/whitepapers/ponemon-how-
security-analytics-improves-cybersecurity-defenses-108679.html
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Poll Question 1

1. At what stage are you in deploying a
cybersecurity analytics program?

a) Not planning

Planning in next 3 to 12 months
Planning in next 12 to 24 months
mplementation underway

Have completed

Gsas



Ahalyze this!

Sponsored by

Gsas

SOURCE

At what stage are you in your
security analytics program?

We are not planning an
analytics program

2
B 5
3%

We are planning to
implement in the next
6 months

We are planning to
implement in the next
6-12 months

We are planning to
implement in the next
12-24 months

We are in the middle of
implementing our program

-
B 4

We have completed our
implementation

Security Brief Magazine. (2016). “Analyze This! Who's Implementing Security Analytics

Now?” Available at https://www.sas.com/en th/whitepapers/analyze-this-108217.htm|
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Overview
Data Science
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:f.Scientiﬁc;:
Method

Domain
Expertise

Data
Science

Hacker
Mindset

sﬂm@® Calvin.Andrus (2012) http://en.wikipedia.org/wiki/File:DataScienceDisciplines.png



|

Raw Data is
Collected

Real S Machine
World . —®| Leaming
S~ Algorithms
Y . Statistical
= Models
h 4 h 4
Build Data SOt
Product Visualizations Make
Report Decisions
Findings

Schutt, Rachel; O'Neil, Cathy (2013).
Doing Data Science: Straight Talk from the Frontline. O'Reilly Media.
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* Stakeholder Exploratory * Modelling
ata

alignment v [ ™| Analysis

Raw Data is Data is
Collected | Processed

* Testing

* Goals

Machine H :
Searing * Validation

Algorithms
Statistical

* Problem framing

v . I Models * Communicate

— . Communicate
* Uncertainties Build Data Visualizations » Make

Product

Report Decisions * Maintenance
Findings

* Risks

organizational process




Historical View

What to do?

What are | PRESCRIPTIVE

trends? 3
PREDICTIVE [V o

SOPHISTICATION

What Mgy,

—— B YW :
h ap pen ed 7 "—'-’;’ i LSStk L ".i- WEEs ‘...' v"'/"
| DESCRIPTIVE h j =11 |

o

VALUE




SOPHISTICATION

Historical View

Business
Intelligence (BI)

Operations

Management

Econometrics
Forecasting
Machine Learning

e e et

DESCRIPTIVE

PREDICTIVE

VALUE

PRESCRIPTIVE




SOPHISTICATION

What to do?

trends?
PREDICTIVE

What
happened?

DESCRIPTIVE

Zidid

L o ot

VALUE




Understanding
Patterns

Transformed

visualization

Data

ldentifying
Factors & Causes

Optimizing
Systems

PRESCRIPTIVE

DIAGNOSTICS

Sophistication

DATA QUALITY

Business

©
c
2
2 Intelligence
73
<

Transactional

Value

Understanding
Social Context
& Meaning

SEMANTIC

Forecasting &
Probabilities

Strategic
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Data Science for
Cybersecurity Risk Analysis
=1zl &
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Poll Question 2

2. What is the most important objective for
applying cybersecurity analytics?

a) Detect events in progress

b) Determine root cause of past events (forensics)

c) Provide advanced warning of potential internal threats
and attackers

d) Prioritize alerts, security threats, and vulnerabilities

e) Provide advanced warning about potential external
threats and attackers

Gsas



Ponem'n

Most important objectives for a
cybersecurity analytics solution*

When Seconds Count: How Security
Analytics Improves Cybersecurity

Defenses
Detect security events in progress — 72%

Determine the root cause of past security events Dl 69%

(forensics)

Provide advance warning about potential internal _ 65%

threats and attackers

Prioritize alerts, security threats and D 62v
vulnerabilities ?

Provide advance warning about potential _ 62%
external threats and attackers ?

https:(/www.sas.com/en us/\A{hltepapers/ponemon-how—secur|tv- * Survey of 621 global IT security practitioners
analytics-improves-cybersecurity-defenses-108679.html
6sas



https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html

@ Enterprise Cyber Security Data Science

i i Investigator Case
Data management Advanced pattern analytics Triage / Alerts
Business Database Predictive Anomaly Network
rules/scores  searches modelling  detection Analysis

™~

Data Manager

InfoSec Response

Osas



Cyber Data Science Lifecycle

PROBLEM

InfoSec Response FRAMING
EVALUATE &

MONITOR DATA
RESULTS PREPARATION

VALUE
CREATING

MODEL & &
DEPLOYMENT “"ﬁﬁ’ﬁ 5 —

EXPLORATION

Pattern
Detection

INSIGHTS

MODEL

VALIDATION TRANSFORM &
SELECT

, o

Data Scientist

MODEL
BUILDING

Data Manager

Exploration
and Insights

Cyber

Investigator

Osas



Simply Complex

|Identifying targeted anomalies amongst and ocean of noise...

WEAK OR STRONG OUTLIERS

NORMAL DATA I NOISE ANOMALIES |

INCREASING OUTLIERNESS SCORE FROM LEFT TO RIGHT

" " L s s . AN N
[ 5 10 15 o 2 4 € 8 10 12 " 16
FEATURE X FEATURE X

(a) No noise (b) With noise

SOURCE
Aggarwal, Charu C. (2017). “Outlier Analysis: Second
Edition”. Springer International Publishing AG.
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Data Science for Cybersecurity Supports Core
Uncertainty Reduction

PATTERN
DISCOVERY
& diagnostics

MODEL
TUNING & DETECTION

maintenance MODEL & review

RESPOSITORY
L PREDICT
& validate

Osas



Data Science => Uncertainty Reduction

Threats + Vulnerabilities * Values at Risk * Responses

Policies

Hacktivism
Regulations

Traditional

Corporate
Espionage

Governance

Government
Driven

Accidental
Poor practice
Processes

Coordinated Action

Risk Markets

I
§

Systemic

Technology

Embedded Security

SOURCE

Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats

WEF report in collaboration with Deloitte:

http://www3.weforum.org/docs/WEFUSA QuantificationofCyberThreats Report2015.pdf
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Linking and Managing ‘Big’ Cyber Data

D
<\

7
K28
P addr.éses ~

(2

SIEM stream

demographics
T —
2, Q‘S. ~
userid - = | tior
.bytes sent
-/ threattracking o
transactions protocols
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Analyze this!

Sponsored by

Gsas

SOURCE

Security Brief Magazine. (2016). “Analyze This! Who's
Implementing Security Analytics Now?” Available at
https://www.sas.com/en th/whitepapers/analyze-this-

108217.html

What data sources are available
within your organization, should a
security analytics program happen?

Log files

Network flow

Identity and access
management systems

Physical
security systems

Endpoint monitoring

Packet capture

SIEM

60%

48%

19%

43%
43%
40%

39%
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Data Science: Multiple Analytics Methods

Pattern Predictive
Analysis Text Models
Analytics
Anomaly
Detection DECISIONS
Diagnostics
- <
~ Network
Analysis

Osas



Statistical Methods: Network Discovery

MEASURES

- Centrality

- Eigenvector
- Density

- Reach

- Strength

- Recopricity

Osas



Machine Learning

Discovering Patterns 80 2.5
Unsupervised machine learning /

- You have a dataset, but little idea concerning the
patterns and categories

-Example: your have a large set of Net Flow data, but

Cluster Analysis
do not know patterns g

Detection / Prediction

Supervised machine learning

- You have a baseline: a dataset with examples of what
you are attempting to predict or classify

(random forests, boosted trees)

- Example: known examples of cyber attacks based on
Net Flow data

Decision Trees



Unsupervised Machine Learning (identifying patterns)

Constellation Plot
1000

500

Unusual groupings
(cluster outliers)

-500

-1000

-500 0 500 1000

§sas



Not All Users are Alike...

Dendrogram

s
[ LT
3! "‘_'_—‘ , ] ’!”.[I T

S

Clustering suggests
20 significant groups
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Patterns in Complexity

ture pattern

of 22 measures
(high and low)

Each cluster has a
sigha




IS

Cluster Analys

Patterns in Complexity

Clus_label

SML-CL21
~—SML-CL3
SML-CL7

~—LRG-CL10

~—LRG-CL12
~——LRG-CL14
~——LRG-CL17
~——LRG-CL8
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Learnings from the Field: User Patterns

Pareto Principle

* 80/20% pattern in network-usage (user hours online)
* QOutliers: multiple devices 24 hours online

* High correlation (80-90%) between hours online and propensity to align with
multiple usage patterns...

e Pattern has been observed across multiple samples

% Users to % Hours Active 450 -
100% HEE
80% 350
- 200 s
60% ., . . -y
40% -z >
b - 200 o
20% . ) gl & - - 150
0% R _:.-_ i 100
1-50 51-upwards X - =3 50
- . - | [
- - Q
W Users Hours Active " 4

GSas



Supervised Machine Learning (Predictive)

NORMAL POSSIBLE THREAT

. HEREEEN H_HN

profile Peer group
Device
Known @
devices Time of day
A USER PROFILE Source
verage
amount l . . l location
Known - - - - Destmgtlon
| . - “ . location
ocation -
l d - Amount
Kn'owr-i - - l l Threat
destination . + e intelligence

IP TRAINING SET VALIDATION SET Applications
TI1IT1 @ TIITT

Gsas



Attack Pattern for Prediction

Signature pattern for identified INFECTED DEVICE
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Web Proxy Host Scanning Devices on the network that are anomalously scanning for
external devices via the Web Proxy server
Web Proxy Destination Port Scanning Devices on the network that are anomalously scanning for
external devices via the Web Proxy server
Application Server Host Scanning Devices on the network that are anomalously scanning for devices

hosting an http or application server
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Challenges preventing successful
use of cybersecurity analytics*

When Seconds Count: How Security

Analytics Improves Cybersecurity
Defenses Data challenges . 65%

Lack of in-house expertise [ 58%

Insufficient technologies [N 50%

Insufficient resources IS 40%

Lack of clear leadership [N 27%

Executives do not see cybersecurity as a I 249
significant risk ?

Lack of collaboration with other functions RN 19%

No understanding how to protect against cyber
attacks S 11%

Not a priority issue r! 6%

=1 T

0% 10% 20% 30% 40% 50% 60% 70%

https://www.sas.com/en us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners
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Cyberanalytics context

CHALLENGES

>  APPROACH

Cyber detection is challenged by...

...high volumes of structured
and unstructured data

...disconnected data sources
of variable quality

...high false positive alerts
with rule-based approaches

...lack of statistical baselines
to establish validity

...slow and manual investigation processes
(needles in the haystack)

Cybersecurity analytics...

...operation at big data scale
at high velocity

...assess, extract, transform, ?

and aggregate data

...unsupervised machine learning @
identifies hidden patterns p.

...effective statistical diagnostics (
for model validation

...supply hunters with targeted alerts based on
demonstrable statistical anomalies Q

Sas
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Analytics Lifecycle

SOURCE
SAS Institute. (2016). “Managing the Analytical Life Cycle for Decisions at
Scale.” Available at

https://www.sas.com/content/dam/SAS/en us/doc/whitepaperl/manage-analytical-life-cycle-
continuous-innovation-106179.pdf 5«33.3»



https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf

Data Science => Uncertainty Reduction

Threats + Vulnerabilities * Values at Risk * Responses

Policies

Hacktivism
Regulations

Traditional

Corporate
Espionage

Governance

Government
Driven

Accidental
Poor practice
Processes

Coordinated Action

Risk Markets

I
§

Systemic

Technology

Embedded Security

SOURCE

Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats

WEF report in collaboration with Deloitte:

http://www3.weforum.org/docs/WEFUSA QuantificationofCyberThreats Report2015.pdf
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Analytics Lifecycle
Building and Deploying Advanced Analytics

Prevels Implement)
Data Science ®-- - -+ Operations
Explorative &-- - -+ Automated
Innovation e-- o - -+ Robust
New T e -- Explore - -+ Actions
e data.1 ypes p " aa Act o
Experiments &-- - - Decisions
Deployment
‘ﬁ [ ] [ ]
S
Model Evaluate

Mt

Data Warehouse / Data Lake
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