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PhD academic research / book
~June 2020 release

Research on cybersecurity data science (CSDS)
as an emerging profession

. Literature: What is CSDS and is it a profession?
.

Interviews: 50 CSDS practitioners
Il. Designs:

Approaches to address challenges







FUD Fear, Uncertainty, Doubt

Expansion of exposure and targets >!< Increasing sophistication, frequency, and speed of attacks
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Security
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Investigators Hunt 'Patient Zerd
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How Cybercriminals Security and Survival in
. a Hyper-connected World
Continue to Innovate
Europol Report: Ransomware, DDoS, Business Email e ‘
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Castle and
Moat

How quaint!

‘Bad news, Your Majesty—it’s a cyberattack.”
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Cybersecurity Challenges

DATA LACK OF CONTEXT
DISCONNECTED & @ LIMITED
FRAGMENTED‘ ( STAFF
.

MULTIPLE

SPEED --------------------------------------- SYSTEMS &
ALERTS
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Data Science

New hope amidst
complexity and
confusion...
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CSDS: Existing Professionals + Demonstrated Efficacy

Poneman

When Seconds Count: How Security
Analytics Improves Cybersecurity
Defenses

Sponsored by SAS Institute
by P Institute LLC
Publication Date: January 2017

Ponemon In: istitute® Research Report

https://www.sas.com/en_us/whitepapers/ponemon-

how-security-analytics-improves-cybersecurity-
defenses-108679.html
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0%

Level of difficulty in
reducing false alerts*

] 80%

Before security
analytics

* Survey of 621 global IT security practitioners

33%

After security
analytics

EXAMPLE CSDS
PRACTICAL APPLICATIONS

Spam filtering

Phishing email detection
Malware & virus detection
Network monitoring
Endpoint protection



https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html

‘Professional Maturity’ Comparison

CRITERIA

DS

Broad interest

People employed

Informal training

Informal groups

Professional literature

Research literature

Formal training

Formal prof. groups

Professional certificates

10

Standards bodies

11

Academic discipline

CYBER =
Growing challenges +
rapid paradigm shift

CSDS =
At risk problem child?




The Blessing and Curse of Data Science

PROS CONS

. Commercial interest E@p - Hype & noise
- Range of methods - - Befuddling array of approaches
- Freedom to experiment ‘ » Lack of standards
. Delivers efficiencies E#p + Myth of automation
- Big data engineering ‘ - Big data ipso facto is not solution
- Insightful questions - - Wait, what is the question?

- Power of machine learning ‘ - “Throwing the statistical baby
out with grampa’s bathwater?”






CSDS Practitioner Interviews
30 minutes per interviewee

- ENTRY: How did you become involved in domain?

- What are perceived central CHALLENGES?
- What are key BEST PRACTICES?




Demographic Profile (n=50)
LinkedIn => 350 candidates => 50 participants

# Yrs Employed* # Yrs CSDS*

65

60-
55-

50-

= [

20 10

25- 5 0
Mean 36.8 Mean 14.2 Mean 2.9
StdDev | 9.1 StdDev 9.5 StdDev 1.9

* Estimates inferred from LinkedIn profile data



Current Region

Western Europe

South America

Morth America

Middle East

Eastern Eurcpe

Asia / Pacific

 Current Region' n %
North America 35 70%
Western Europe 10 20%
Eastern Europe 4%
Middle East 4%
South America 2%

22% (n=11) relocated from native region
18% (n=9) relocated to US specifically

10% (n=5) relocated specifically from Asia/Pacific to US

Demographic Profile (n=50)

Current Industry

Telecom -‘

Software & Services

Government / military

Finance/Sves/Ins

Consumer products

Consulting

Academics / Research

n

Gender
M
F
Male 43 86%
Female 7 14%

Industry %
Software and services 28 | 56%
Consulting 7| 14%
Finance/financial

services/insurance 7 14%

\Government / military 3| 6%

Consumer products 2 4%
Academics / research 2 4%
Telecom 1 2%




L — CSDS ‘CHALLENGES’: 11

(0)
84A CODED RESPONSES: Perceived Challenges ‘ N %

CH1: Data preparation (access, volume,

o
=R

50% 100%

. . . . . 42 | 84%
integration, quality, transformation, selection) R
CH2: Unrealistic expectations proliferated by
. : 35 | 70%
Marketing hype 70% marketing hype |
CH3: Contextual r.1ature of normal versus 30 | 60%
anomalous behavioral phenomenon _
el CH4: Lack of labeled incidents to focus detection | 28 | 56% _
Establishing context .
CH5: Own infrastructure, shadow IT, and
9 e 27 |5 |
GOA proliferation of exposure
CH 6: Uncertainty leads to ineffective reactive 25 | 50% _
stance
CH 7: Traditional rules-based methods result in 25 | 50% _
too many alerts
.. CH 8: Program ownership, decision making, and
Labeled incidents orocesses 20 | a0% |

(evidence) 56% E:uz:e Resourcing, developing, & hosting in 16 | 32% -
CH 10: Expafndmg breadth and complexity of 16 | 32% -
cyber domain
CH 11: Policy, privacy, regulatory, and fines 15 | 30% -

17



DATA PREPARATION!

84%

RESPONSES: Advoca. 2d best practices

Family

Cross-domain
collaboration 76%

BP1: Structured data preparation, discovery,
engineering process
BP2: Building process focused cross-functional
team
BP3: Cross-training team in data science, cyber,
engineering
BP4: Scientific method as a process
P Proc 34 | 68%
BP5: Instill core cyber domain knowledge org 33 66%
BP6: Vu!nerab|||ty, an.omaly & dgcmon Tech 33 66%
automation to operational capacity
BP7: Dafta normalization, frameworks & Tech 32 64%
ontologies
BP8: Model validation and transparenc
parency Proc 31 | 62%
BP?: Data-driven paradigm shift away from rules org 29 58%
& signatures
BP10: Track and label incidents and exploits
P Proc 28 | 56%
BP11: Cyclical unsupervised and supervised o
machine learning Proc 25 | 50%
BP12: A(-idress. Al hype and unrealistic org 23 46%
expectations directly
BP:I..3: Understand own infrastructure & org 23 46%
environment

rlllllllll

=
00

CSDS ‘BEST PRACTICES’: 26

Scientific rigor 68%

_o>PONSES: Advocated best practices \ Family N

%

0%

50%

100%

BP14: Cloud and container-based tools and data 22 44%
storage

BP15.: Distinct exploration and detection Tech 22 44%
architectures

BP1§: ) F_’ar.tlupate in data sharing consortiums Tech 21 42%
and initiatives

BP17: Deriving probabilistic and risk models org 20 40%
BP18: Upper management buy in and support org 16 32%
BP19: Human-in-the-loop reinforcement Proc 14 28%
BP20: Survey academic methods and techniques org 13 26%
BP21: Cyber risk as general enterprise risk & org 12 24%
reward

BP22: Segment risk programmatically and org 9 18%
outsource components

BP23: Adding machine learning to SIEM Tech 5 10%
BP24: Preventative threat intelligence org 4 8%
BP25: .Hostlng and pushing detection to Tech 4 2%
endpoints

BP26: H?neypots to track and observe Tech P 4%
adversaries




CHF1
Expansive
complexity

CH F2
Tracking &
context

CHF3
Data
management

CHF4
Expectations
versus
limitations

CHF5
Unclear
ownership

\ \ &/ 7

CH F6
Data policies

Challeng]

Factor Sco
[EFactora racror

I -
SRR

elele
GIR|E

0.827517
1.460472
-1.16343 0.927441
-0.16308 0.875596
0.558327 0.780959
0.024778

-0.15817
1.399657
0.175996.
0.624724 -1.3192
-0.64063  -1.144
0.978066 0.58732
-0.88673 -1.0269
-0.7452 -1.299.

1333037 0.78519
1.246992 0.70482
-1.02385 0.8415§
1333037 0.7851%
-0.95034 0.96529
-1.02385 0.84158
1.277203 0.705515%
1.333037

0.785159 08
50 | -1.02385 0.841588 0.390705 0.738291 -0.57459 _ -0.272

. Data Management

9 0.914774
0.004531
_0 2608

19805 0.990378 0.411884
.771806 -1.22723 0.460708

730 | -0.16308 0.875596 O'9magq
0.558327 0780959 0.319014

l1l. Cross-Domain
Collaboration

-1.34841 -0.72229 0.914774)
147342 -1014

0.505144

378 0. Q1598 0.818443]
0. -0.67

0627234
| 50 [ -1.02385 0.841588 0.390705 0.738291 -0.57459  -0.272]

KEY CSDS GAPS: Factor-to-Factor Fitting

tated Factor
spondent)

(CTOR4 |[FACTORS [FACTOR6
06186 061424 -0.65698]
658527 1416078 0.069793
82112 -0.54697 0.54427|
42545 1.24015 1300297
0.78656 1.188467 1.298155|
616202 1437153 -0.4533
598131 1492765 -0.64768]
155677 -0.47443 -0.98028
14047 066512 0.249976

oS 1
"0.52214 -0.26985,
0.860759 -0.83992
.499477 1.085276 -0.92164
816931 -0.60279 0.385758|
582528 1.037561
624 -0.07003,
B3632 -1.06151 1.808688|
490955 0.94173 1.072211)
66482 1.632577 -0.97099)
427606 0.860188 0.634095|
694619 1.223261 0.527547|
29747 -0.80965 1.240221]
43948 1.145655 1.109696)
47246 -0.72714 -0.24082]
706186 -0.61424 -0.65698|
53194 -0.95627 -0.35647|
0.6132 -1.24625 -0.84922
.798861 -0.54718 0.191376
-0.72156 0.300757,
1.187568 0.204428

-0.7599
1.000571
1.129298 0.965849)
-1.03894 -0.90378
-0.67359
8,1.031358
867878 -0
626722 1376429
627234 -1.15099
19178 0956019
38291 -0.57459
627234 -1.15099 -0.65862|
816931 -0.60279 0.385758|
38291 -0.57459  -0.272
0.406074 -1.13126 -0.3584
115099 -0.65862
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BP F1
Scientific
process

BP F2

Cross-
domain
collaboration

BP F3

Risk
management
focus

BP F4
Data-driven
/ data
management

BP F5
Focused
tools

BP F6
Structured
discovery
process










Paradigmatic Data management as a process

BP1: Structured data preparation,
discovery, engineering process

BP9: Data-driven
paradigm shift away from
rules & signatures

CH1: Data preparation process (access, volume,
integration, quality, transformation, selection)

& BP F4 )
> Data
CH4: Lack of labeled \ Management oy

incidents to focus detection
BP13: Understand own
infrastructure & environment

Context & tracking




Data Management: EDA Process + Feature Engineering

Raw Data " Features . Modeling Insights

Selection Engineering
Source 1 ITERATIVE FEEDBACK PROCESS
Source 2 / ﬁ
a
Source n

Select and merge | Clean and transformJ

LN

SOURCE: Alice Zheng, Amanda Casari. 2016. Feature Engineering for Machine Learning Models. O’Reilly Media.



http://shop.oreilly.com/product/0636920049081.do
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Featurization: Example - Graph Analytics

*

‘ Host

Server

\' . System User

‘ System Interface

¢ Human Users




Feature Reduction: Example - Principal Component Analysis (PCA)
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Exploratory Data Analysis (EDA): Example — Probabilistic Analysis
Exception Events

2500 .

2000

Exception messages per user (ranked)

500+

3000
000
2500 p
<
2000 2007 2
1500 o :@
1000
500 |IH ‘ Quantiles
0o |||||||||||IIIIIIII|||||||||||||| 10008 maximum 2554 —
TP OO NARRRKYLIRLIBBRRLIBSR5 83 99.5% 2550 | Summary Statistics
- a7.5% 1889.725 Mean 18401786
a5 3175 Std Dev 380.90084
75.0% quartile 172,75
50.0%: median 55.5
25.0%  gquartile 8,75
10.0%: 23
2.5% 1.825
0.5% 1
0.05%% iR 1
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User

h,
Y, )
h, )

Functional Roles

(1,2.3...n)

Entity Resolution

-~ , y )
Il_r'
Access Data
Right Source
'-.I:ﬁ ..rj '-.lh -"';I
Permission Roles Actions Read/Write Events
(1.2,3...n) (1,2,3...n) (1.2,3...n)
- " rr Vs g
. 0OSs+ Remote
Session .
Device Device
'-.':. .,";J '-.._I\'L _,-;l -:h ..-"JJ
Authentications Host OSs Access & Actions
(1.2,3...n) (1,2,3...n) (1.2.3...n)

g ~
Fa
Metwork
Traffic
, .
b, &
b, "
Events
(1,2,3...n)
- ™)
E
Transaction
. o
L -
e, -
Interactions
(1,2,3...n)



What is a User, anyway?
What is an IP address, anyway?

Session [ APPS/
AGENTS |

[ DHCP ' Authentication Authentication
Event *% .
IP (or e I Event Session
MAC xterna o

P application,
HTTP(S))

Auth
event

Authentication
Event

address)

Device /
Machine machine
process

Device /
machine

[ BYOD



Inferential Statistics

Observations

Population

Conclusions






Root Cause Analysis: Fishbone /Ishikawa Diagram

Optimization Discovery Incident evidence
CH7: Traditional rules- BP15: Distinct CH4: Lack of Ia_beled incidents
based methods resultin exploration and to focus detection
too many alerts detection architectures BP10: Track and label

. incidents and exploits
BP6: Vulnerability, anomaly BP11: Cyclical unsupervised i

& decision automation to and supervised machine BP19: Human-in-the-
optimize operations learning loop reinforcement BP F1
[ iy
o Scientific process
BP17: Deriving probabilistic BP8: Model validation
CH3: Contextual nature of and risk models and transparency
normal versus anomalous . .
. BP20: Survey academic BP4: Scientific
behavioral phenomenon i
methods and techniques method as a process
Contextual models Quantification Validation

* Resulting from factor analysis and factor-to-factor fitting



CSDS: What type of science is it?

Controlled experiments
versus
Pattern extrapolation




Research Methods for Cybersecurity

e Fxperimental
> i.e. hypothetical-deductive and
guasi-experimental
o Applied
> i.e. applied experiments and
observational studies
Manz, D. and Edgar, T. (2017)
® M at h emat I ca / Research Methods for Cyber Security
> i.e. theoretical and simulation-based
e Observational
> i.e. exploratory, descriptive, machine learning-based

RESEARCH METHODS
FOR CYBER SECURITY




Discovery < Detection

Exploration and
Insights

oo

4

o ;
* Unsupervised _’ ,
T;' Learning

Unsupervised Learning
(Clustering Algorithm)

SEGMENTATION

&(‘s Duck

& Duck
. * Supervised * Predictive
¥ i
@, NotDuck Model

att

4% Not Duck
- .

/I Predictive

CATEGORIZATION

Pattern
Detection




Synthesized Collected

Labels: What constitutes ‘evidence’?

7

- Field evidence | - Rules &

- Probing & signatures

testing - Research &

-3 party threat

sourced intelligence

- Red Teaming - Expert opinion

- Simulations - Thought

- Laboratory experiments
Inductive Deductive

EXAMPLES OF SECURITY EVIDENCE

. Field evidence (e.g. observed incidents)

. Sourcing own data from field testing (e.g. local experiments)

. Honeypots

. IDSs (Intrusion Detection Systems)

. Simulation findings

. Laboratory testing (e.g. malware in a staged environment)

. Stepwise discovery (iterative interventions)

. Pen testing (attempts to penetrate the network)

. Red teaming (staged attacks to achieve particular goals)

10. Incidents (records associated with confirmed incidents)

11. Reinforcement learning (self-improving ML to achieve a goal)
12. Research examples (datasets recording attacks from research)
13. Expert review (opinion and guidance from experts)

14. Intelligence feed (indications from a 3™ party service)

15. Thought experiments (e.g. boundary conditions,
counterfactuals)

OO NOTUL A~ WN P



CSDS as a Process: Discovery and Detection

EVALUATE &
MONITOR RESULTS

MODEL
DEPLOYMENT

MODEL VALIDATION

Pattern
Detection

PROBLEM
FRAMING

TARGETED
ALERTS

MODEL
BUILDING

Exploration and
Insights

DATA
PREPARATION

DATA EXPLORATION

TRANSFORM &
SELECT






Systematic evidence Data management Uncertainty

CH10: Expanding breadth
& complexity of domain
CH6: Uncertainty leads to
reactive stance

CH1: Data preparation
(access, integration, etc.)

BP16: Participate in data
sharing consortiums

CH4: Lack of labeled BP7: Data normalization,

CH5: Owninfrastructure,
shadow IT, exposure BP F2
Cross-domain

collaboration

incidents to focus detection frameworks & ontologies

BP18: Upper management

i BP2: Building process
buy-in and support

focused cross-functional
team

CH8: Ownership, decision
making & processes

CH9: Resourcing,
developing, hosting in house

BP3: Cross-training teamin
DS, cyber, engineering

Resource coordination

Management commitment




CSDS: High-Level Functional Process

Advaalytics

Business  Unsupervised Predictive Anomaly Scoring and
rules/scores methods methods detection alerting

Data management

Inve#ation

ALERT ANALYTICS PROCESS

| =

Data Manager

< RECURSIVE FEEDBACK

Case
Remediation

Investigator

Gsas



Continuous Detection Improvement Process

Patterns and
anomalies

Validation ‘Real cases’ and
‘false alerts’

Exploration

®

Continuous model
refinement

Results




CSDS Model Development Process

DATA
Vindicate & Valorlse Develop & Verify
* Reproducibility * Frame problem
* Repeatability » Assemble evidence
* Interpretation * Explanation & causation
* Theory * Feature engineering
| DEPLOY | | DISCOVER |

Calibrate & Validate

* Conceptual model
* Hypotheses

* Counterfactuals

* Falsification






Cybersecurity
Data
Science ?

Not so much...
but, ASPIRATIONAL!
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CSDS: A Work in Progress

—— e i
—————]
——— =

- Process of Professionalization ; 5 N
- Named professionals 8!

N Snbainbat
e ssman

- Set of methods and techniques - o SR

- Standards, best practices

Certifications
Academic degree programs
Focused research journals

Formal sub-specialization Specialist Researcher  Primary Care
Surgeon Diagnostician  Emergency Care

46
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