Data Science for Cyber Risk
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Experience

* SAS Institute

Education

PhD (ABD)

Data Scientist

* Deloitte

MBA (OneMBA)

Manager Analytics

* Nyenrode University

Masters Financial
Management

Lecturer Analytics

* SARK7 Analytics

Certificate Finance

Owner / Principal Consultant

* Genentech Inc./ Roche
Principal Analyst / Sr Manager * GD IT Management

» Atradius

Sr. R&D Engineer

* CFSI
ClO

* Masters Computer &
Communications
Technology

YouTube

¢ Introduction to Advanced Analytics
¢ Introduction to Cognitive Analytics
¢ TedX RSM: Data Analytics
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http://linkedin.com/in/smongeau
http://twitter.com/sark7
http://sctr7.com/
https://www.youtube.com/watch?v=KFYYDrEV4wI
https://www.youtube.com/watch?v=LlSdZLsiAzo
https://www.youtube.com/watch?v=q4d1DArZKgo

<Cyber Risk: A Measurement Challenge

» Context setting

* Cyber risk measurement
- What is data analytics / data science?
- What methods and technologies are involved?
- Experience and learnings from the field
+ Actionable insights
*  Emerging methods

* Trends and opportunities
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Transistor count

Moore’s Law: EXxponential growth of computing power

16-Core smnc.m
Six-Coare Care i7
2,600,000,000 - 25 000 x S'*wm“"m\.\ eocs  Cloud, Al /
) Dual-Care lEanium 2 mg Watson IOT
1,000,000,000 e ,pﬁﬁg“&‘:m NoraomEX
Haniym 2 wilh SMB e.amu \ Six-Care Pplaran 2400
A K1 Care iF (Qua)
_ are 2 Duo Smartphone
lkarium 2 @ E [ .
explosion
100,000,000 4
Pariivm 4 ® Atam
® 2010 ke High-capacity
IE'?E‘EH’UWS'TI’:!]’I‘BibLUI ADE
1 U1ﬂl}0|mﬂ n unt mub”ng every Pﬂm’mlf‘ltllrhm ] Servers
two years & AND K5
Pantium
-I 1Dm|mﬂ _ BO-LES
B03EE®
100,000 peaee
’ e | e eorss Home
0069 Sripee Computers
BOES,
10,0{]{] = ae00 @ 5604
amu\l 280
BIIE® SMOS 6502
E,BUD = A0M® Qo a2
I T T T |
1971 1980 1990 2000 2011 | 2015

Date of introduction

(D GARP

Global Association
of Risk Professionals



_’ . Complexity of systems
* Increasing access
1 Volume of data

BYOD
VMs / containers

loT / smart devices
ICS SCADA




Anatomy of a sophisticated Cyber Attack

Exfiltration of customer data via multiple
servers and monetization on black market
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DISTRIBUTE, WHOLESALE,
RESELLERS.......

CRIMEWARE TOOLKITS -l

Professional

v

— - l
“There’s a lot of talk about nations trying to
attack us, but we are In a situation where we
are vulnerable to an army of 14-year-olds who
have two weeks’ training”

- Roel Schouwenberg
Senior Researcher, Kaspersky Lab

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet



http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

NOTICE OF EXTORTION

, has been targeted for extortion. The

Your business,
selection process is random, and was not triggered by any event under your control.

Should you fail to pay the one-time monetary tribute, by the deadline provided below,
your business will be severely and irreparably damaged. The following methods are

commonly employed in cases of non-compliance:
I

\ - “ "
BB:.:‘V.IE;.:::. Raviews Health Code Vioclations
| ¥ ) OSHA Violations \
| e Harassing Telephone Calls \
% - . Criminal Tax Evasion \
| * Fraudulent Delivery Orders
Telephone Denial-of-Service nex undering
& Illegal Drug Sales
Marijuana Grow Operations
Methamphetamine Production

f .
* Bomb Threats
: Terrorist Training Activity

vVandalism
Mercury Contamination

(‘ = g - -
The tribute price is only One Bitcoin (1 BTC), but must be paid by August 15, 2014
Payment is to be made to the Bitcoin Wallet Address listed below.

If payment is not received, our team will begin taking the actions listed above. Once

engagement has begun, it can only be stopped for a tribute of Three Bitcoin (3 BTC).
Because many of the actions we take are catastrophic and irreversible, is it advised to

pay the tribute before the deadline is reached.

Payment Type: Bitcoin
/ Deadline: August 15, 2014
J

Amount Due: 1 Bitcoin

' (If pasd before deadline)

/
/ Amount Due: . y
(If paid after desdline) 3 Bitcoin

Purchase Bitcoin @
https://www.coinbase.com/

I17gtl1Bancvtnndwy4BA41VBUH3IpfbUvVZE
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Competitive pressures... e.g. ‘digital banking’

Digital Wallets Digital

Transaction |g|ta| Bk Ecosystem
Sakind 0 Transformatior Bank of the Future
Payments

Modernization

Open Bank

@ Systems
Amplified

Decision

Making

P N
Wk Operations \n"‘o"aﬁo

Source: Gartner. 2015. Agenda Overview for Banking and Investment Services.
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Optimizing Accessibility Versus Exposure

under- global premium  break
A invested optimal investing  even

(P) Profits
from digital
participation

(Q) Quantity of cyber threat assurance

14 | © 2014 Global Association of Risk Professionals. All rights reserved. @ GAR p gflolgimsr:f);z;nals

Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats

WEF report in collaboration with Deloitte:

http://www3.weforum.org/docs/\WEFUSA. -QuantificationofCyberThreats Report2015.pdf


http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf

Data Analytics => Measurement

Threats + Vulnerabilities * Values at Risk *

Responses

Policies
Hacktivism

Regulations

Traditional

Corporate
Espionage

Governance

Government
Driven

Accidental
Poor practice

Coordinated Action

1]
it

Risk Markets

Technology

Embedded Security

£
[ Eroosses secury 2

Partnering for Cyber Resilience: Towards the Quantification of Cyber Threats
WEF report in collaboration with Deloitte:
http://www3.weforum.org/docs/WEFUSA QuantificationofCyberThreats Report2015.pdf

. ) ) ) Global Associati
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http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf

Data Science => Measurement

Cyber incident impact Cyber incident probability
X

Assets at risk’
Intangible assets Disgruntled Customers
) . -
— reputation confidentiality People and Culture | HomanError
— compilance 3\ —
¥ ¥ . upply Chain
Reducing uncertainty: [ Sueey chan
‘ - - - ’ n
Tangible assets scientific’ measurement and analysis
— financial I
— physical integrity and Processes and | Hacktivism |
— production accountability Organization :
systems | Crime |
— infrastructure Y ) | Sabotags |
N\ Corporate
Greater good é h Espionage
— safety of life
and health availabilit Technology and | Terrorism |
— civil liberties y Infrastructure
— individual [ State Action |
privacy

) . . J ( Force Majeure |)

\_

Advancing Cyber Resilience Principles and Tools for Boards
http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf

Global Association
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http://www3.weforum.org/docs/IP/2017/Adv_Cyber_Resilience_Principles-Tools.pdf
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Many data sources... increasing data volume

STORAGE
Netflow / V]
IP traffic log
Ii HP ArcSight IBM Q1 Labs - :
Door AL IIVE - -
ENPe lof QuestSoftware  Splunk D'RECTOBY - ey
Proxy | =
Business 3 o |
T -
External
hotlist _; P
DATABASE
APPLICATON
SERVER
< WORKSTATION
77.110.65.38 ~<
INTERNET R 192.168.10.44
ROUTER / e ,
~o / \
Cisco CheckPoint Cisco  Juniper Networks | McAfee Kapersky Labs MS SCOM SAP ERM
Palo Alto Networks Fortinet | | Tipping Point SourceFire Trend Micro  Semantec SNMP VMWARE

Source: Cyber Security Solutions, 2014.
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Linking and Managing ‘Big’ Cyber Data

*e "
N ‘?1“

o) SIEM stream
A \ O .
N Gcolnts

~authentication

on_—o. 5
ST S\
userid - -
/ threat tracking
‘ .

transactions

"bytes sent

protocols

L ) ) ) Global Associati
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Cyber Data Types and Monthly Volumes

! Contextually Enriched, Priority Ranked Security Alerts
Thousands

Firewalls, IPS, IDS, Malware, AFI)_CélllQ\I'ITS Firewalls, IPS, IDS, Malware,
Web Proxy Logs, DLP, SIEM Web Proxy Logs, DLP, SIEM

Millions

sing

FLOW

Billions

PCAP

Trillions
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In Search of: Targeted, Relevant, Actionable Alerts...

THREATS

Endpoint Protection, Malware
Detection & Response Sandboxing

o] W
Identity Vulnerability
Management Scanning

(& @

’ —
SIEM / MSSP
v

10,000 Alerts Daily

|
Firewalls & Intrusion Data Loss 250 ReVieWGd by AnalyStS
Protection Prevention I
---'! .
—— .’ . 30 Fully Investigated
Web & Email Encryption ‘
Gateways N
'AlE
(" THE
GSas
. TO KNOW.




Addressing Challenges: Cyber Risk Analytics

CHALLENGES ~ CYBER DATA SCIENCE |

@

Focused insights from
Big Data

Disconnected & (® Managing and
O

~ Dataoverload

frrr
(e
frrr

low quality data rationalizing data

Machine learning identifies
hidden patterns

XX High false positive alerts

% PG WSt — Diagnostics for

no baseline .
understanding ‘normal’
Slow and manual
g ; N = Targeted alerts based on
investigation processes Ny .
anomalies
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Data Science / Data Analytics:
An Interdisciplinary Practitioner Field

Scientific

Hacker

https://en.wikibooks.org/wiki/Data Science: An Introduction/A Mash-up of Disciplines

http://creativecommons.org/licenses/by-nc-sa/3.0/

Wikibooks Creative Commons
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SOPHISTICATION

How to

optimize?
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happen?
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ens |8 o
acae ‘
| e oo |
| wof o [ f I
wo (ll e - m,; -
d| wa—-,r | L ]
e 2 J ‘.'_.]—.
e R e
% 18
u:x ’_gi & “ e
N Y

" [ PSR PR PR Te—.

VALUE

25



Operations
Management

PRESCRIPTIVE

Econometrics
Financial Analysis
Machine Learning

PREDICTIVE

SOPHISTICATION

Business
Intelligence (Bl)

DESCRIPTIVE

e B L L

M
- ~ - “ “ . - .

VALUE
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Data

Optimizing
Systems

3 Understanding visualization
£ Patterns
o
1%
C
]
=
2 ldentifying DIAGNOSTICS |
Z|l| Factors & Causes
£
(7]
o
=
@
S | Traditional BI
DATA QUALITY
5 %
g Business
(] .
5 Intelligence
<

Transactional | business value |

SEMANTIC

Understanding
Social Context
& Meaning

Forecasting &
Probabilities

Strategic




Data Science

for Cyber Risk




Fraud Analytics: A Mature, Adjacent Domain

Pattern

_ Predictive
Analysis

Text Models
Analytics

Anomaly
Detection

DECISIONS

Diagnostics

3 <

Network
Analysis
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Two Major Approaches

Prediction:

Supervised learning
— You have a baseline: a dataset with examples of
what you are attempting to predict or classify
(random forests, boosted trees)

— Example: known examples of cyber attacks based
on Net Flow data " " Decision Trees

207234

Discovering Patterns:

Unsupervised learning
— You have a dataset, but little idea concerning the / N

patterns and categories

—Example: your have a large set of Net Flow data,
but do not know patterns

Cluster Analysis



Supervised: Machine Learning

NORMAL POSSIBLE THREAT
Secure ) '
' '" '“ = '“ '“ . ,. . Peer group
profile Ny, N
Known @ - < Device
devices Time of day
Average Source
amount location
Known Destination
location location
Amount
Kr!owrj Threat
destination intelligence
P TRAINING SET VALIDATION SET Applications

31



Unsupervised: Pattern & Anomaly Detection

* Understand normal: ‘normal is crazy enough!’
* ldentify outliers on the basis of deviations

WEAK OR STRONG OUTLIERS

|

NORMAL DATA | NOISE ANOMALIES |

I |
PED

INCREASING OUTLIERNESS SCORE FROM LEFT TO RIGHT

32



Data Analytics Technologies

Data management

e Relational databases: Oracle, IBM DB2, MS SQL Server, data warehouses
e NOSQL: graph databases, document stores, key-value, column family
e Mass storage: Hadoop clusters, cloud approaches, SAP Hana

e Data management: SAS, many 3rd party products

Statistical analysis software

e Math-focused: Matlab, Mathematica

e Programmatic / scripting: Python, PERL, Java, Haskell

e Packaged tools: SAS, SAS JMP, SPSS, R, SAP Infinite Insight
Machine learning

e SAS Enterprise Miner

e SAP Predictive Analysis

e R, MatLab, Python, etc.

e Visualization / dashboards

e Tableau, QlikView, SAS Data Visualization

Semantic

e Text mining, sentiment analysis, (i.e. SAS Contextual Analysis)

Big Data

e Hadoop, Map Reduce, Hive, Spark, etc. etc.



Enterprise Miner

Erierpnse Miner - My Project

*1+
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L_earnings for the Field: Network Discovery

Example
Measures
Centrality
Eigenvector
Density
Reach
Strength
Recopricity



Learnings from the Field: Derive and Amplify

Average total # hours online per period (userid or device)
Average # IPs active per hour per userid
Propensity to be active on network after work hours

Propensity to be active on network on weekends and
holidays



L_earnings from the Field: User Patterns

Pareto Principle

« 80/20% pattern in network-usage (user hours online)
 Qutliers: multiple devices 24 hours online

 High correlation (80-90%) between hours online and propensity to
align with multiple usage patterns...

« Pattern has been observed across multiple samples

% Users to % Hours Active " |ase -
100% 400

80% 350

- - 200

60% T -~ -- o=
- = 250
40% o= ) 200
20% _ .‘.‘- - = - 150
m - T T

1-50 51-upwards

mUsers mHours Active
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L_earnings from the Field: Power of ratios...

Similar to the efficacy of financial ratios, ratios of key security measures
may be more indicative of threats than single point measures.

For instance:
- Ratio of total flows per hour TO unique destination IPs

* Measures nearing high of 1:1 would be threat indicator of scanning activities
- Ratio of unique internal destination IPs TO unique external IPs

* Low might be threat indicator, perhaps bot net data exfiltration
* Ratio of unique destination ports TO unique source ports

« Low would generally be considered a threat, as might indicate a
compromised system engaging in vulnerability surveillance across a range of
outgoing ports to compromise a new system at a particular port



L_earnings for the Field: Not All Users are Alike...

Constellation Plot
1000

500

Unusual
groupings
(cluster outliers)

-500

-1000

-500 ] 00 1000




<Learninqs for the Field: Not All Users are Alike...

Clustering suggests
20 significant groups

. ,11’

ikl

- - ) ——— _
.'."'!-‘Iﬂﬁ!l':n.,t-'ﬂ'i “II I‘ ""l'lll llgacals i AT 1‘1 ; .'r_ ..' l-"--*-r"l '

Dendrogram
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IS

Cluster Analys

Patterns in Complexity

I = Parallel Plot

< YBuluuelsisoyapeio
Buluueagdy

buiuuessisopianagibslw
fuluuesgisopuanas|bs

Guiuueagisopianasibsim

*\‘ fuluuessisopanas|bs

DUILUBISISOHYSS

UIULEISISOHYSS
Juaazdpnsup
uagsaligixa
uassaiigiu
Hoglsgixa

Buiuueasisopyss

ulueIsISoHanEs|bs
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Each cluster
has a signature
pattern of 22
measures (high

and low)
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IS

Cluster Analys

Ly:

Clus_label
——LRG
~——LRG
~—LRG
——LRG
~——LRG
~——SML.
~SML.
SML.

(=N —

-
R e R
coLLoYYY

Patterns in Complex

(
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Attack Pattern lIdentification Example
SIGNATURE PATTERN FOR IDENTIFIED INFECTED IP

- » T | .
r/ .\\
./ )

y
N
N
N
N
///
/

s
appSrvScanning

uuuu

intDstlp:
intBytesSen
extBytesSen
wpxDstlps:
wpxDstPorts
udpPackets
intDstlps
intBytesSent
extBytesSen
wpxDstlps
wpxDstPorts
appSrvScanning
udpPackets
intDstlps /,-
|ntBytesSent{
|
extBytesSentH\ .
wpxDstlps
wpxDstPorts
appSrvScanning
udpPackets”
intDstlps
intBytesSent
extBytesSent/
wpxDstlps
wpxDstPorts|
appSrvScanning
udpPackets

Web Proxy Host Scanning Analysis Devices on the network that are anomalously scanning for
external devices via the Web Proxy server

Web Proxy Destination Port Scanning Analysis  Devices on the network that are anomalously scanning for
external devices via the Web Proxy server

Application Server Host Scanning Analysis Identify devices on the network that are anomalously
scanning for devices hosting an http or application server
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Graph data storage / network analytics for
cyber attack vector pattern capture

« NOSQL graph database ‘network pattern’ storage & retrieval
 Building a cyber attack pattern ‘library’
« ldentifying suspicious patterns in large & complex datasets

L ! : ! Global Associati
45 45 | © 2014 Global Association of Risk Professionals. All rights reserved. @ GAR P ‘ of Risk Psrz(f)g;:}]ozgls
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MODELS

©0)

INSIGHTS
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Model Diagnostics: Lift

lii | = | wisualization 4

donation (event=Donated) FE-Sguare 0.0325 Observations Used: 1,165,920 Unused: 383,600

Assessment

Lift

4.0 e

35 \

3.0 N
s Curulative b
Lift hY
78 N

4|l

Cumulative
7

2.0 "'-..\

1.5 o~

1.0
0 20 40 &0
Percentile

Modge| == === Hasgt

g0
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Model Diagnostics: Misclassification Rate

donation {evemt=Donated) E-Square 0.0329 Observations Used: 1,165,920 Unused: 383,600

Assessment

Misclassification

Frequency

Value: False Positive
Frequency: 350736

200000 —

goooon —

400000 —

200000 —

Value: True Megative
Frequency: 520894
Q

X

Value: False Megative
Fregquency: 123509
)

5

Value: True Positive

Frequency: 170731
0

N

|

Donated Mo
Response

M Correct [ Incorrect
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Cyber Data Analytics Model Management

SPECIFY
RISKS
EVALUATE & PATTERN
MONITOR DATA IDENTIFICATION
RESULTS PREPARATION

MODEL
DEPLOYMENT " ML —

EXPLORATION

MODEL TEST &

VALIDATION TRANSFORM
& SELECT

DETECTION
OPTIMIZATION

MODEL
BUILDING
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Production Analytlcs

' g v A
;JR _- VARIABLES .
LSS 1 5 ¢
T '_'—'}_ “
;f DIAGNOSTICS
| DATA | {
TEST : T‘ SR
"a e e e e R R R R R, .: f ASSESS "_./
| MODEL |« !
. DATA
. SCIENCE
.........................
- PRODUCTION
SYSTEM DATA
ENGINEERING
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Cyber Risk Model Management

m Models should be treated as enterprise assets

m  Model management requires collaboration between personas
m Models need to be efficiently deployed into production

m Models need to be effectively deployed into production

ﬁModel risk management begins with robust model development, \
implementation, and use.

Another essential element is a sound model validation process.

A third element is governance, which sets an effective framework with
defined roles and responsibilities for clear communication of model

limitations and assumptions, as well as the authority to restrict model

usage”.

Qurce: Supervisory Guidance on Model Risk Management, April 2011, The Federal Reserve Sysw
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Challenges:
Data Science in Commercial Organizations?

EXPERIMENTATION

= Most organizations have limited appetite for conducting
experimentation / trial-and-error...

= But it is rare that a data scientist will get a model / framework right on
the first try

= This is a new realm — it is essential to perform diagnostic tests and to
adopt a mindset that allows for exploration of emerging phenomenon

Gsas
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“If I had six hours to chop down a tree, I'd
spend the first four hours sharpening my axe.’

- Abraham Lincoln
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