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Data Management Challenges = AI Challenges

https://www.wired.co.uk/article/
no-ai-until-the-data-is-fixed

https://www.wsj.com/articles/ai-efforts-at-large-companies-
may-be-hindered-by-poor-quality-data-11551741634

https://www.wired.co.uk/article/no-ai-until-the-data-is-fixed
https://www.wsj.com/articles/ai-efforts-at-large-companies-may-be-hindered-by-poor-quality-data-11551741634
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Why AI for Cyber?
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Cybersecurity AI as-a-process
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https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

Level of difficulty in reducing false alerts

Survey of 621 global IT security practitioners

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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Sounds great!
What’s the problem?
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https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners

Challenges preventing successful 
use of cybersecurity analytics*

https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html
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SOURCE
Security Brief Magazine. (2016). “Analyze This! Who’s 
Implementing Security Analytics Now?” Available at 
https://www.sas.com/en_th/whitepapers/analyze-this-108217.html

https://www.sas.com/en_th/whitepapers/analyze-this-108217.html
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Many data sources… increasing data volumes

High false alerts… slow investigation processes
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Data, Data Everywhere…

Data Challenges
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userid

IP address

destination port

time stamp
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log file
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Time Series
Irregular and Complex Events

time’s arrow…
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WANTED!
Data, Every Which Way

Data Delivery
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behavioral 

profile
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AI Models = Active Data Vehicles
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Data… Delivered
Data Engineering
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Data Ops:  Fusion, Quality and Delivery

•

MQ

XML

Cloud
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VALIDATION

MASTER DATA MGMT

DATA MANAGEMENT
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RDBMS

RDBMS

Cloud

“Organizing data is a critical first step in figuring out what data means”

Larry Alton, Information Management Feb 14th, 2019

https://www.information-management.com/opinion/the-importance-of-maintaining-transparency-in-data-analysis?utm_campaign=analytics-feb 14 2019&utm_medium=email&utm_source=newsletter&eid=02af337fce6f0517bef71aa2b787b097
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Whitepaper: A Comprehensive Approach to Big Data Governance, Data Management and Analytics

http://sww.sas.com/cosmos/a/cosmos-images/107968_0718.pdf

• Lineage
• Governance
• Security

• Ingest
• Digest
• Expel• Cleansing

• Integration
• Discovery

http://sww.sas.com/cosmos/a/cosmos-images/107968_0718.pdf
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Stitching Together Cyber Events

SCANNING EVENTS

SSH, FTP, telnet, SQL Server, 

MySql, Oracle, app server, 

domain controller, ICMP, web 

proxy (host & destination ports)

CONNECTIVITY

Distinct internal and external Ips 

and ports contacted, number of 

on-network peers contacted

DOMAIN ACTIVITY

Domain controller & DNS UDP 

TRAFFIC

Internal and external bytes 

sent, UDP packets sent

ENRICHMENT

Authentication, asset data, organizational role, 

machine learning derived peergroups
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Self-Service Visual Analytics

x
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Data Quality and Context

Blending, Cleansing, Shaping

[Feature  Engineering]
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What is a User, Anyway?
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Feature Selection / Extraction
Understanding Network Behavioral Patterns
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Pareto Principle 
• 80/20% pattern in network-usage 
• Outliers: multiple devices 24 hours online

• High correlation: hrs online and breadth of activities

• Pattern observed across multiple networks
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Interface-User

System Manager 

System Host

System-User

Human Users

Network Graph Analytics

37

• Centrality

• Eigenvector

• Density

• Reach

• Strength

• Recopricity
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Dimensionality Reduction
Principal Component Analysis (PCA)

Graph measures

Exceptions System calls

Data access

# Sessions

Web Service calls

Time measures
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Clustering suggests 
X significant groups 

Unsupervised Machine Learning:  Cluster Analysis
Extracting Statistically Self-Similar Groups



Copyright  © SAS Inst itute  Inc.  A l l  r ights reserved.

Highly 
anomalous users

USER MULTIVARIATE ANOMALIESUSER DEVIATION FROM 

PEERGROUP

Unsupervised Machine Learning:  Cluster Analysis
Statistical Baselining for ‘Normal’ versus ‘Abnormal’
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Analytics Lifecycle

SAS Institute. (2016). “Managing the Analytical Life Cycle for Decisions at Scale.” Available at 
https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf

Exploration 

and Discovery

Detection and 

Prediction

Raw Data Features    Modeling Insights  Feature 
Selection

Feature 
Engineering

https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf
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Towards Data Driven AI
Data Drives the Analytics Lifecycle
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Advanced Analytics Toolkit
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AI for Cybersecurity
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Cyber Analytics Life Cycle

PROBLEM 
FRAMING

DATA
PREPARATION

DATA EXPLORATION

TRANSFORM & 
SELECT

MODEL 
BUILDING

MODEL VALIDATION

MODEL 
DEPLOYMENT

EVALUATE & 
MONITOR RESULTS

Pattern 
Detection Exploration and 

Insights

TARGETED
ALERTS

InfoSec Response Data Manager

Data Scientist
Cyber 

Investigator

SOURCE SAS Institute. (2016). “Managing the Analytical Life Cycle for Decisions at Scale.” Available at 
https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf

https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf
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Where do we go 
from here?
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Data Management for Cybersecurity AI

Facilitating fast and 

big data ingestion in 

real time or batch

Integrate, aggregate 

& enrich siloed, 

unstructured &

streaming data 

Advanced analytics 

and machine 

learning to extract 

patterns, predict, and 

optimize

Deliver focused alerts to 

dashboards, tickets, SIEM, 

and/or case management
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Want to Know More?

SAS whitepaper ‘Data Management for 
Artificial Intelligence’

SAS Cybersecurity Solution (SCS)
www.sas.com/en_us/software/cybersecurity.html

www.sas.com/en_us/whitepapers/data-
management-artificial-intelligence-109860.html

http://www.sas.com/en_us/software/cybersecurity.html
http://www.sas.com/en_us/whitepapers/data-management-artificial-intelligence-109860.html
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