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Data Management Challenges = Al Challenges

e waLLstreerJovrva,. ol I R E [o]
No Al until the data is fixed

Al Efforts at Large Companies May Be IR N | -
= 3 Artificial Intelligence is changing business forever. But is the data powering it good
Hindered by Poor Quality Data enough?

Executives surveyed by PwC said cleaning up their data would lead to big
cost savings and revenue gains

Hang Seng 29022.29 US.10Yr 2/32 Yield Crude Qil 5612

22 Feb 2018

In partnership with ACCENTURE

https://www.wired.co.uk/article/
no-ai-until-the-data-is-fixed

https://www.wsj.com/articles/ai-efforts-at-large-companies-
may-be-hindered-by-poor-quality-data-11551741634
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Cybersecurity Al as-a-process

Data Engineering Advanced Analytics Triage / Validate Remediate
Diagnostics & Establishing  Predictive Anomaly  Behavioral @ @
patterns baselines modelling detection insights

Data Manager
g Data Scientist

Infosec Response

Investigator
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Ponemﬁn

When Seconds Count: How Security
Analytics Improves Cybersecurity
Defenses

Sponsored by SAS Institute
Independently conducted by Ponemon Institute LLC
Publication Date: January 2017

Ponemon Institute® Research Report

https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

Level of difficulty in reducing false alerts
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Survey of 621 global IT security practitioners

Gsas


https://www.sas.com/en_us/whitepapers/ponemon-how-security-analytics-improves-cybersecurity-defenses-108679.html




Jaiu N Challenges preventing successful
use of cybersecurity analytics*

65%

Data challenges

When Seconds Count: How Security Lack Of in-hou se expertise

Analytics Improves Cybersecurity [
Defenses

‘Ponemon Insteute® Reseatch Report

Executives

Lack of collabora

No understanding how to protect against cyber
attacks —

Not a priority issue I 6%

-

0% 10% 20% 30% 40% 50% 60% 70%

https://www.sas.com/en_us/whitepapers/ponemon-how-security-
analytics-improves-cybersecurity-defenses-108679.html

* Survey of 621 global IT security practitioners Ssas
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What data sources are available
within your organization, should a
security analytics program happen?

Log files 60%

Network flow 48%

Identity and access 0
Physical 0
Sponsored by
o 0
Security Brief Magazine. (2016). “Analyze This! Who's
Implementing Security Analytics Now?” Available at
https://www.sas.com/en th/whitepapers/analyze-this-108217.html SIEM Ig%
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Netflow /
IP traffic

Door
swipe

Web
Proxy

Business
Tx

External
hotlist

INTERNET

Many data sources... increasing data volumes

s s sl

Il HP ArcSight

IBM Q1 Labs

[0] Quest Software Splunk
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Cisco CheckPoint Cisco Juniper Networks McAfee Kapersky Labs MS SCOM SAP ERM
Palo Alto Networks Fortinet | | Tipping Point SourceFire Trend Micro  Semantec SNMP VMWARE
High false alerts... slow investigation processes %sas




UNCERTAIN
DATA CONTEXT

SILOS ©
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VOLUME & PHANTOM
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IP address time stamp

userid destination port
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log file




destination

devices .
geolocation

source device type

geo location

destination IP

date stamp threat alert

destination port
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Time Series
Irregular and Complex Events
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Al Models = Active Data Vehicles
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Data Ops: Fusion, Quality and Delivery

SOURCES
DATA MANAGEMENT

DATA GOVERANCE

DATA INTEGRATION

REALTIME

DATA QUALITY &

DATA ACCESS
\ ; VALIDATION

MASTER DATA MGMT

______

---------

“Organizing data is a critical first step in figuring out what data means”

Larry Alton, Information Management Feb 14t 2019

DESTINATIONS


https://www.information-management.com/opinion/the-importance-of-maintaining-transparency-in-data-analysis?utm_campaign=analytics-feb 14 2019&utm_medium=email&utm_source=newsletter&eid=02af337fce6f0517bef71aa2b787b097

»  * (Cleansing
* Integration
* Discovery

* Lineage
e (Governance
* Security


http://sww.sas.com/cosmos/a/cosmos-images/107968_0718.pdf
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Stitching Together Cyber Events

TRAFFIC

Internal and external bytes
sent, UDP packets sent

A ¥

SSH, FTP, telnet, SQL Server,
MySql, Oracle, app server,
domain controller, ICMP, web

proxy (host & destination ports)

= CONNECTIVITY

__________ Distinct internal and external Ips
.......... and ports contacted, number of

on-network peers contacted

DOMAIN ACTIVITY

Domain controller & DNS UDP

Authentication, asset data, organizational role,
machine learning derived peergroups
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Self-Service Visual Analytics
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‘ What is a User, Anyway?

Session
Auth
event

Authentication Authentication Authentication

Event - " Event Event** —
M'&Ocr External o
address) IP aZ?I!EI(':F?(tSi()))nI

Userld

Device /
Machine machine
process

Device /
machine
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Feature Selection / Extraction
Understanding Network Behavioral Patterns

450
400
350
300
250
200
150
100

50

[ s «» 2ot

Pareto Principle

* 80/20% pattern in network-usage
* Qutliers: multiple devices 24 hours online
* High correlation: hrs online and breadth of activities

» Pattern observed across multiple networks

% Users to % Hours Active

W Users Hours Active

90%
80%
70%
60%
50%
40%
30%

20%
10%
0%

1-50 51-upwards
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System Manager

Network Graph Analytics

SR \ e *System Host
- Centrality : -
o e : €. System-User
) Igenvector ‘ Interface-User
- Density \ |
»e Human Users
- Reach . "' [ —
- Strength
- Recopricity
5 . Gsas



Component 2 (11.6 %)

Dimensionality Reduction

Component 1 (35.7 %)
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Unsupervised Machine Learning: Cluster Analysis
Extracting Statistically Self-Similar Groups

Clustering suggests
X significant groups

Dendrogram

R

o [l |J

g
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Unsupervised Machine Learning: Cluster Analysis

Statistical Baselining for ‘Normal’ versus ‘Abnormal’

USER DEVIATION FROM USER MULTIVARIATE ANOMALIES
PEERGROUP _

/PEERGRP-WK 16 \  / USER X-WK7 0

: 9 - anomalous users
Exception € @ Exception ¢
' Calls 8

Multiuser
-




Analytics Lifecycle

Raw Data " Features " Modeling Insights

Selection Engineering

erepare \mplemenf

Detection and
Prediction

Exploration

and Discovery Deployment

NG Uate

SAS Institute. (2016). “Managing the Analytical Life Cycle for Decisions at Scale.” Available at
https://www.sas.com/content/dam/SAS/en us/doc/whitepaperl/manage-analytical-life-cycle-continuous-innovation-106179.pdf Ssas
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Advanced Analytics Toolkit

Unsupervised Pattern

Extrapolation NLP & Text Predictive
Analytics Machine
x Learning
Deep
Learning Proce§s
Analytics
Reinforcement
Learning
Network
(Graph) Analysis
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Al for Cybersecurity

PATTERN
DISCOVERY
& diagnostics

MODEL
TUNING & DETECTION

maintenance | Machine & review

Learning
PREDICT
& validate
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Cyber Analytics Life Cycle

PROBLEM e
InfoSec Response FRAMING Data Manager

EVALUATE &

MONITOR RESULTS DATA

PREPARATION

Pattern TARGETED
Detection ALERTS Exploration and

MODEL Insight
DEPLOYMENT nsignts

DATA EXPLORATION

MODEL VALIDATION
TRANSFORM &

.) SELECT

MODEL
BUILDING

Cyber
Investigator

Data Scientist

SOURCE SAS Institute. (2016). “Managing the Analytical Life Cycle for Decisions at Scale.” Available at Ssas

https://www.sas.com/content/dam/SAS/en_us/doc/whitepaperl/manage-analytical-life-cycle-continuous-innovation-106179.pdf



https://www.sas.com/content/dam/SAS/en_us/doc/whitepaper1/manage-analytical-life-cycle-continuous-innovation-106179.pdf




Data Management for Cybersecurity Al

Facilitating fastand  Integrate, aggregate Advanced analytics  Deliver focused alerts to

big data ingestion in & enrich siloed, and machine dashboards, tickets, SIEM,
real time or batch unstructured & learning to extract and/or case management
streaming data patterns, predict, and
optimize

Gsas



Want to Know More?

SAS whitepaper ‘Data Management for
Artificial Intelligence’

SAS Cybersecurity Solution (SCS)

www.sas.com/en us/software/cybersecurity.html

Scott Allen Mongeau
Data Scientist - Cybersecurity

scott.mongeau@sas.com

m Scott Mongeau www.sas.com/en us/whitepapers/data-
management-artificial-intelligence-109860.html
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