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SecureNetherlands

Managing Risk in an Ever-
Changing Threat Landscape

Maximum Overdrive...

Reframing Cyber Risk In the
Age of the Singularity




Pervasively interconnected...

-

, PR
empowering, yet vulnerable.






Expanding context and complexity

DIMENSIONALITY  Physical 3d world (Euclidian)

GEOGRAPHY National (U.S./industrialized)

SCALE Mainframes and home
computers

SIZE Kilobytes...

SCOPE Specific contexts work/home

TIMEFRAME One-off incidents

CRIMINAL Vandalism / petty crime

NATURE

INDICATORS Intrusion (breaking and
entering)

PERPITRATORS / Rogue users, thrill seekers,
ACTORS joy riders, adventurers...



Expanding context and complexity

DIMENSIONALITY Distributed (non-Euclidian)

GEOGRAPHY Global (interplanetary?)

SCALE ALL aspects of physical, social,
and economic world

SIZE MTPS; petabyte logs

SCOPE Pervasive and distributed

TIMEFRAME » Persistent threats

« Staged attacks
* Latent infections

CRIMINAL Negligence, extortion, organized
NATURE crime, terrorism, state-
sponsored espionage...
INDICATORS Infection, theft, damage,
replication, co-option...
PERPITRATORS / Script kiddies, professionals,
ACTORS organized crime, state actors,

cyber activists, terrorists, bots...
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San Francisco, CA IR 1
Call to arms...

RSA chief to security pros:
Stop addressing the wrong problems "We have sailed off
the map, my friends.

Sitting here and
awaiting instructions?

Not an option. And
neither is what we've
been doing...

continuing to sail on
with our existing maps
even though the world
has changed."

L

RSA President Amit Yoran



TARGET retailer POS breach:
Hybrid social engineering multi-layered, multi-phased attack

Attacker phishes a
3rd party contractor

_—y
Attacker finds & Malware scrapes
infects POS systems RAM for clear text
w/malware CC stripe data
y 1
~ -
Attacker uses Retailer POS
stolig g;icézgtlals systems Malware sends CC
i - data to internal
contractor portal Attacker finds & server; sends custom
infects internal - - to notify
Windows file server PIng
- -
P ———
S O
N =
= of
Contractor I o

portal //'1
r Firewall Retailer Windows
J file server
Stolen data is
exfiltrated to FTP .
Attacker FTP servers servers Target internal network
(external/Russia)

SOURCE: IBM Security Systems, Chris Poulin
6 http://www.slideshare.net/ibomsecurity/anatomy-of-an-advanced-retail-breach



http://www.slideshare.net/ibmsecurity/anatomy-of-an-advanced-retail-breach

STUXNET deep-incursion (+Duqu/ Flame):
State-sponsored sophisticated multi-phased worm attack

UFDATE FROM SOURCE
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1. infection 2. search 3. update

Stuxnet enters a system via a USB stick and Stuxnet then checks whether a given If the system isn't a target,
proceeds to infect all machines running machine is part of the targeted indus- Stuxnet does nothing; if it is,
Microsoft Windows. By brandishing a digital trial control system made by Siemens. the worm attempts to
certificate that seems to show that it comes Such systems are deployed in Iran to access the Internet and
from a reliable company, the worm is able to run high-speed centrifuges that help download a more recent
evade automated-detection systems. to enrich nuclear fuel. version of itself.

oao oogd
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X === ] 3 -> > (adcl
—b—b % £ 4—“ .' I|| I
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4, compromise 5. control 6. deceive and destroy

The worm then compromises the In the beginning, Stuxnet spies on the Meanwhile, it provides false feed-

target system’s logic controllers, operations of the targeted system. Then it back to outside controllers, ensur-

exploiting “zero day” vulnerabilities- uses the infarmation it has gathered to ing that they won't know what's

software weaknesses that haven't take control of the centrifuges, making going wrong until it's too late to do

been identified by security experts. them spin themselves to failure. anything about it.

! SOURCE: IEEE Spectrum http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet



http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

You canturn a
computer on. Yay.

You must be really
bored.

Either use a proxy, or
say hi to the FBI.




DISTRIBUTE, WHOLESALE,
RESELLERS.......

CRIMEWARE TOOLKITS -l

Professional

”

— . g ‘ =
1 :

www.CyberThreatTraining.com

To View Full Video Course

i e oS




Anonymous markets for hacking tools (& spoils)

* Anonymous black markets for hacking tools
« Platforms to monetize results: stolen identities, financial details, passwords, etc.
« Crypto currency as enabler

RonitleannitolHACK - IHackatol FEEARN

E || ABOUT DARKNET || POPULAR POSTS || DARKNET ARCHIVES || CONTACT DARKNET

AdChoices [

» Hacking Tools » Hacking Password » Hacking Software » Password Hacker

rchive | Hacking Tools SEARCH DARKNET

Search for: | Enter Keyword

Advertisements

SUBSCRIBE

web app security

scanner
Highly effective & easy to use. W Follow @THEdarknet | 12.9K followers
Try App code analysis today !

° Darknet.org.uk

E
2,612 people like Darknet org uk.
‘ i .

April 2015 | 698 views A
leWL v5.1 — Password Cracking Custom -f
Nord List Generator B etk s i

-

WL is a Custom Word List generator which spiders a given site to create a word list of all Subscribe via e-mail for updates!
rds it finds on that site. It can also grab email addresses and usernames found in the HTML |Enter your e-mail

10



NOTICE OF EXTORTION

. has been targeted for extortion. The

Your business,
selection process is random, and was not triggered by any event under your control.

Should you fail to pay the one-time monetary tribute, by the deadline provided below,
your business will be severely and irreparably damaged. The following methods are

commonly employed in cases of non-compliance:

f
Health Code Violations

OSHA Violations

Criminal Tax Evasion

Money Laundering

Illegal Drug Sales

Marijuana Grow Operations
Methamphetamine Production
Terrorist Training Activity

Negative Online Reviews
PBB Complaints
Harassing Telephone
Fraudulent Delivery Orders
Telephone Denial-of-Service
Bomb Threats
vandalism
Mercury Contamination

)

Calls

R L L

| :
|  The tribute price is only One Bitcoin (1 BTC), but must be paid by August 15, 2014.
Payment is to be made to the Bitcoin Wallet Address listed below.

f

[
If payment is not received, our team will begin taking the actions listed above. Once

engagement has begun, it can only be stopped for a tribute of Three Bitcoin (3 BTC).
Because many of the actions we take are catastrophic and irreversible, is it advised to

pay the tribute before the deadline is reached.

Payment Type:
Deadline:

Amount Due:
(If paid before deadline)

Amount Due: T - P e e
(If paid after deadline) 3 Bitcoin
Purchase Bitcoin @
https://www.coinbase.comy

17gtl1Bancvtnndwy4BA41VBUH3pfbUvzZE




Feds Say That Banned Researcher Commandeered a Plane SNESEEIHE

BUSINESS DESIGM

ENTERTAINMENT

SCIENCE SECURITY

Jo

KIM ZETTER 05.15.15 10:14 PM

FEDS SAY THAT BANNED
II}ER%RGHER COMMANDEERED A

GETTY IMAGES

12

A SECURITY RESEARCHER kicked off a United Airlines
flight last month after tweeting about security
vulnerabilities in its system had previously taken
control of an airplane and caused it to briefly fly
sideways, according to an application for a search
warrant filed by an FBI agent.

Chris Roberts, a security researcher with One World
Labs, told the FBI agent during an interview in
February that he had hacked the in-flight
entertainment system, or IFE, on an airplane and
overwrote code on the plane’s Thrust Management
Computer while aboard the flight. He was able to
issue a climb command and make the plane briefly
change course, the document states.






Cyber Kill Chain

RECONNAISANCE
WEAPONIZATION

—-

INSTALLATION -
COMMAND AND CONTROL (CIC)

ACTIONS or OBJECTIONS

Usually Extiltration




WHERE ARE WE GOING?

Paradigmatic
reframing...
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WEF: Cyber V@R

Industry Agenda

Partnering for Cyber
Resilience

Towards the Quantification
of Cyber Threats

In collaboration with Deloitte

l1l. Technical

Vulnerability

ll. Economic

!

|. Behavioral

Profile of

Attacker







. BEHAVIORAL

Criminology
paradigm



Cyber Threat ‘criminal attractiveness’
High risk of incidents when three factors align...

STRATEGIC FRACTURED LOGIC

» National interests
» Corporate espionage /

“l need / deserve the
money”

sabotage « :
* “They are working closely
with a country | do not
FINANCIAL agree with’
* Fraud

* “They should not have
such poor security — | will
teach them a lesson”

* “I'm only playing around”

* “They had it coming”

“I am not respected”

» Theft (i.e. credit cards)
« Market manipulation

REPUTATIONAL

» Recognition of expertise /

fame in hacker networks
« Making a political statement j

Opportunity

PERSONAL SYSTEMIC WEAKNESSES
° Curiousity STRIDE susceptibility

« Greed or revenge * Spoofing

« Character flaws (i.e. © Tampering

) ) ) * Repudiation
sociopathic disorder) « Denial of Service

e Information Disclosure
» Elevation of Privilege

19




Threat Personas (Aucsmith Framework)

National Interest

Personal Gain

Personal Fame

Curiosity

Script-Kiddy  Hobbyist Expert Specialist
Hacker

David Aucsmith (Microsoft) “Threat Personas” framework (Aucsmith, 2003).

20



Behavioral assessment attack simulation...
Example: Petri Net (YASPER)

selfabandon or
proceed?

proceed

Target attractive? Decision to procesd? Detected? Detected?
El~o—{}—0 O O O—l—0O & l O <
looking for - Yes deciding attack - Mo
Aftractiveness Undertake . Criminal assessment undetected Undetected attack
trouble noncriminal mode procesding (undetected) .

855 €55 MENt process

assessment

Self
abandondeds

self
abandoned

. . . terminate no
Hostterminates? .

detected Griminal assessment
(detected)

self terminate or
proceed? Detected attack

o
v proceed with .
attack

ne selfabandon o
proceed?

determine

selfabandon

H\H-__ host Host terminates
Srmiirrte—__

termi

host
terminate

21



Threat
assessment
| attack
Process

Preferred

methods
of attack

Company
profile



II. ECONOMIC
Market paradigm



Bloomberg the Company & Products v Bloomberg Anywhere Login COJ

Markets = networks “goombergvicn

HOME EDITORIALS CONTRIBUTORS TOPICS QUICKTAKE MORE

Guy Trading at Home Caused

id
u the Flash Crash
in |
« J7

By Matt Levine alA

Hey look, they caught the guy who caused the flash crash of 2010! His name is Navinder

aC C e S S x r i S k Singh Sarao, and he lives in London and in 2009 he asked someone to help him build a
spoofing robot:
power « vulnerability

http://www.bloombergview.com/articles/2015-04-

21/quy-trading-at-home-caused-the-flash-crash

24
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http://www.bloombergview.com/articles/2015-04-21/guy-trading-at-home-caused-the-flash-crash

Markets: structural flaws (and regulation)...

—u— /%

Mortgage

Bmkers o Mortgage g

AQT—"

Property *
Market %ﬂ/ /’ E!anks

Home Asset backeq Ay
Buyers Securities CDOs
. Financial
| ‘ |ﬂ‘u';::1|'::ﬂt s Regulatﬂrs
;{ CDSs } Divided & %
recombined

Rating e% CDO

Agencies Investors
CDSs

Investors




SECURITYe
ecfidfNe

Authentication Compliance ~ Fraud ~ Governance v Mobility ~ Payments Risk Mgmt ~ Technology ~
News - Bloge~ Inferviews  Webinars +  Whife Papers  Memberships  Resources ~  Events +  Jobs Q]

Home > Articies
‘Get Daily Email Updates

N.Y. to Propose Cybersecurity Regulations | Eman adaress E
Third-Party Risks Require More Due Diligence ;

By Tracy Kitten, May 18, 2015.

-
a careengfINFO SECURITY"
=

CreattElgile &3 Email W Tweet EHilke [[ snare

p 00:00 0008 o

Watch and learn about the top

career resource for security p rofessionals!

ZixCorp CEO on E-mall 3ecurity Evolution

WEEINAR
Advances In Application Security: Run-time
Apphication Seif Protection

WHITEFAPER
Businees Continulty: Leveraging High
Avalabliity Cluetering

More solutions...

In April, the New York State Department of Financial Services issued a report sbout significant
third-party and vendor management risks that numerous banks throughout the state were failing
to address (see Banks' Vendor Monitoring Comes Up Short).

Recent Content

See Also: CISO Agenda 2015: Adding Value to s Security Program with Application Security 1. Router Hacks: Who's Responsiie?




Brittle and vulnerable systems...

HEARTBLEED EXPLANATION

X kC
HOL) THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STiLL. THERE?

IF SO, REPLY "HAT" (S(X) m er Meg wants these 500 letters: HAT.

N, r. Lu requests the "mi 7
tatose(sex.\er’amtetkeyw"lw (o}
350385347, Isabel wants pages about " 0
snakes but not too long”. User Karen
wents to change account password to b

https://xkcd.com/1354/


https://xkcd.com/1354/
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Brittle and vulnerable systems...

BRICKED

Wi-Fi Hack Creates 'No iOS

Zone' That Cripples iPhones
And iPads

1,972 theguardian.com - Technology

A newly revealed bug in iOS lets attackers force
iPhones and iPads into restart loops, repeatedly
crashing and rebooting, using nothing but a Wi-Fi
network.



Theoretical optimal in cyber resilience investment
Invest to point of optimality

under- global premium break

Invested optimal investing even
— e o e mm mm mm mm e mm mh e e e e = = | = = ———

(P)
Profits
from digital

participation

(Q) Quantity of cyber threat assurance

29



Threat . Optimal
profile | .
assessment Investment
[ attack (risk versus

Process

Preferred 3 Resilience

methods | assessment
of attack N (maturity
\ benchmarking)




Behavioral Technical Economic

Threats == Vuinerabilties mp Values at Risk

Hacktivism

Corporate
Espionage

Government
Driven

Accidental
Poor practice
Processes

Technology




1. TECHNICAL
Medical paradigm



Public health

Emergency care <4sm) Disaster management

y )
L &

\
Preventative care <4sm) Risk management



DIAGNOSTICS

* Evidence-based management
 Clinical prediction
 Biostatistics




Transformed

analytics maturity

Data analytics

Understanding
Patterns

visualization

Optimizing

D
i Systems

SEMANTIC

Identifying
Factors & Causes

DIAGNOSTICS |

PRESCRIPTIVE

Understanding
Social Context
& Meaning

Aspirational

RS ok

"'"'”!’i"" = Forecasting &

Probabilities

Business
Intelligence

Transactional

| business value |

Strategic



Machine-readable, dynamic documentation

13732 5
; g
By’ .
Qﬁ"aﬂ -
- o
13731 o
13739
Host

global.acme.com
partners.acme.com
shop.acme.com
support.acme.com

training.acme.com

CEREHDS_ O

&
o

13735 DEFEND.. | 13729 DEFE..

13730 @
oy, o

13738

o s
&2:&1{% ?@1::-
~ O, Df:'

13728

Dependencies
CUSTOMER-DB-1, WEBSERVER-1

WEBSERVER-2, CUSTOMER-DB-2
CUSTOMER-DB-1, WEBSERVER-1
CUSTOMER-DB-1, WEBSERVER-1

WEBSERVER-2, CUSTOMER-DB-2

EXAMPLE: Neo4j NOSQL graph database




Cyber risk analytics value propositions
Predictive analytics

» Pattern identification (i.e. cluster analysis)
* Trend analysis (I.e. regression)

* Machine learning (i.e. Decision Tree, SVM,
Neural Networks)

Hidden nodes layer




Example cyber risk analytics solution architecture:

SIEM + Net Flow analysis + predictive analytics

e Deep packet analysis
e Forensics capabilities

Wireless access points

e Event impact assessment

Netflow V5

Network traffic
Threat intelligence
Payload analysis
Application activity
Behavioral monitoring

NetScout
nGenius Service
Assurance Solution

ArcSight Common
Event Format (CEF) connector

v_

o

Routers Analytics
v ) Engine
e Threat correlation
m e Anomaly detection PREDICTIVE MODEL BUILD / DYNAMIC ASSESSMENT

T T T vy wa waaa— e Root-cause analysis M,.AINTENANCE ° Perlod'|c onjserver
- * Machine learning analysis which generates
T T T 1] ArcSight approach alerts
T 1T 1 11 1{ collector automated real-time alerts to: e Training dataset (known OR
T [ ] - decrypt; r ep:jlic t:, tst(:jre 'fcr.aﬁli.c - A;cS;gh;tngﬁﬂer cases and sample data) e Export key risk factors

-re-encr and sen O destination - Arc . .
Firewalls yp nati ' e Validation dataset (generated from model)

EEEE L

Switches

- ArcSight Express

Netflow V5 O R

Verify incident occurred
Determine severity
Reconstruct event
Review, determine root
cause, and take
corrective/preventative
action

IBM Security QRadar Incident F .

Test dataset (sample)

and load as alerts /
exception conditions in
Firewall (or other
proactive network utility)
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Behavioral

Threats = Vulnerabilies mlp Values at Risk

Hacktivism

Corporate
Espionage

Government
Driven

R

Technical

Accidental

o
-
g
Q
=
8
o

Technology

Economic

Responses

Policies

Regulations

Traditional

Governance

Coordinated Action

||
il

Community

Risk Markets

Embedded Security

:
2
)




_ Probability /
Continuous impact

threat ! assessments | Cyber
monitoring | Insurance

Security
maturity
assurance

analytics

- Real-time monitoring




Converging and
emerging solutions
marketplace



Hybrid technology solutions market

Cyber
security

Compliance
(e.g. rogue
trading)

Intelligence /
policing
solutions

Real-time
) Fraud / AML
analytics detection
Regulatory monitoring
monitoring solutions

Forensics &

Reputation discovery

risk
monitoring




End-to-end compliance platform providers

End-to-end solutions that require substantial implementation overhead

TONBELLER® | O :
Software m Consulting o Pa Ia nt I r

BAE SYSTEMS

43



Continuous threat mitigation framework
Real-time screening with analytics, alerts, and case-based workflow

REAL-TIME Frocess CASE
SCREENING Review ANAGEMEN
Data .a_ Q.
Data Deny
Dy Dy

BIG
DATA DATA LAYER

Source Data

Source

ADVANCED TESTING &
ANALYTICS O O OPTIMIZATION

g, ) WE\ &,

Rules and

Models
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‘[p\ DETECTION ][ﬁ ANALYTICS [ﬂ\THREATS [J CONTROLS ][Q ASSETS

RECOVER CAPABILITIES
Recovery Planning ]

improvements —
Communications ]
RESPOND CAPABILITIES
T —
Commuricatons —
Anaiss I

T

2

IDENTIFY CAPABILITIES

Current
Quick win

Requires immediate attention

Asset Management

Business Environment

Governance

Risk Assessment

R S RS

P‘I

PROTECT CAPABILITIES

oo |
Awareness and Training _
Data Security ]

Protective Technology _

1

© 2015 Deloitte The Netherlands




[N\ DETECTION ][ﬁ ANALYTICS][ﬂ\THREATS ][ v/ CONTROLS ][ B AsseTs ]

Asset Valuation Tracking

FN( Key indicator
D Recent risk 1t on critical

I Asset consistency

I Findings from audits

D Risk findings accepted

] Staff retention Philips [ vendors

v Staff retention IT security

PR Staff enrolled in awareness training
PR Penetration tests executed

PR Critical defects from penetration test

=

L A R

Key Data Repositories

b __-"'-'

L e et ;"

.

= e
o —
e

o T R R e T

Ownership and Governance

f{ communications

f{ Analysis

|
|
f{ Mitigation [
H{mprovements |

Asset Risk Tracking

=
EENECET

Risk 1 85

Risk 2 o 3

Risk 3 8,2

Risk 4 8,7

Risk 5 55

Risk 6 a1

Risk 7 6,5

Likelihood

© 2015 Deloitte The Netherlands
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What does IBM’s Watson ‘think’?

IBM Watson Explorer Content Analytics

Key
() = General Noun
() =Modified Noun Ir
..
Frequency
@ -
@ =Low

5004 egfing ]
Correlation Amount: sen;m ) r
Low High third . party
o @ !

ublic ... sectar
o
m’ﬁre
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What does IBM’s Watson ‘think’?

IBM Watson Explorer Content Analytics

and system be not

information Ol such use much

have security attack data risk
other threat but do 2 1

Part of Speech

25 ~——@—— company

information
risk |
threat |
82013 1012013 12/2013 202014 42014 ! | 1 ! 1
92013 1172013 12014 32014 52014 72014 912014 112014 12015 3/2015 be have use provide make
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Threat monitoring example: IBM X-Force

IBM Watson Bluemix cognitive analytics

Geographical Distribution of Scam/Phishing Senders
2012 H1

Figure 32 Geographical Distnbution of Scamy/Phishing Sondars - 2002 HI

| Country | __%ofphishing % of phishing

Spain 7.6% India 4.9%
Romania 7.4% Poland 4.8%
United Kingdom 6.4% France 4.4%
Germany 5.5% USA 3.8%
Brazil 5.0% Portugal 2.5%

50
Tahie 4 Top 10 Coudnes of ScamdFhishing Oniging - 2002 HT



Threat monitoring example: Recorded Future

Pervasive web text analytics monitoring

Events

Legend
Momentum v « Month v »
Events
. Momentum
“Chavez will board a plane Positive sentiment
Negative sentiment
next month”
for Tehran Few sources

Elegtifiaks Flog. 0 Mors Souires R R (PRRNIS B2 1R Many sources

NS

“Putin will complete his May tour

with a visit to Iran” China Daily
+2 Sources

Compare

All ~

Events

v AN(105)
People (105)

Entities

v Al (30)
Geiruc(r)
Carlos Queiroz (2)
islamic Republic of Iran (4)
| . Lebanon (5)
Details | Mahmoud Ahmadinejad (9)

Locally installed platform for closed networks.
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CONTACT DETAILS

drs Scott Mongeau

Analytics Manager
Risk Services
smongeau@deloitte.nl

+31 (0)65 359 8660
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