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Expanding context and complexity
CONTEXT THEN…

DIMENSIONALITY Physical 3d world (Euclidian)

GEOGRAPHY National (U.S./industrialized)

SCALE Mainframes and home

computers

SIZE Kilobytes…

SCOPE Specific contexts work/home

TIMEFRAME One-off incidents

CRIMINAL 

NATURE

Vandalism / petty crime

INDICATORS Intrusion (breaking and 

entering)

PERPITRATORS / 

ACTORS

Rogue users, thrill seekers, 

joy riders, adventurers…



Expanding context and complexity
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CONTEXT THEN… NOW!

DIMENSIONALITY Physical 3d world (Euclidian) Distributed (non-Euclidian)

GEOGRAPHY National (U.S./industrialized) Global (interplanetary?)

SCALE Mainframes and home

computers

ALL aspects of physical, social, 

and economic world

SIZE Kilobytes… MTPS; petabyte logs

SCOPE Specific contexts work/home Pervasive and distributed

TIMEFRAME One-off incidents • Persistent threats

• Staged attacks

• Latent infections

CRIMINAL 

NATURE

Vandalism / petty crime Negligence, extortion, organized 

crime, terrorism, state-

sponsored espionage…

INDICATORS Intrusion (breaking and 

entering)

Infection, theft, damage,

replication, co-option…

PERPITRATORS / 

ACTORS

Rogue users, thrill seekers, 

joy riders, adventurers…

Script kiddies, professionals, 

organized crime, state actors, 

cyber activists, terrorists, bots…



Call to arms…

 35,000 attendees

 800 vendors

 400 sessions

"We have sailed off 

the map, my friends.  

Sitting here and 

awaiting instructions?

Not an option. And 

neither is what we've 

been doing… 

continuing to sail on 

with our existing maps 

even though the world 

has changed." 
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TARGET retailer POS breach:  

Hybrid social engineering multi-layered, multi-phased attack

SOURCE: IBM Security Systems, Chris Poulin

http://www.slideshare.net/ibmsecurity/anatomy-of-an-advanced-retail-breach

http://www.slideshare.net/ibmsecurity/anatomy-of-an-advanced-retail-breach
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STUXNET deep-incursion (+Duqu/ Flame):  

State-sponsored sophisticated multi-phased worm attack

SOURCE:  IEEE Spectrum http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet

http://spectrum.ieee.org/telecom/security/the-real-story-of-stuxnet
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Darknet

Deep Web
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Anonymous markets for hacking tools (& spoils)
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• Anonymous black markets for hacking tools

• Platforms to monetize results: stolen identities, financial details, passwords, etc.

• Crypto currency as enabler
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Reactive militarization…
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WHERE ARE WE GOING?

Paradigmatic    
reframing…



WEF: Cyber V@R
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III. Technical

II. Economic

I. Behavioral



Cyber

VAR
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I. BEHAVIORAL

Criminology    
paradigm



Cyber Threat ‘criminal attractiveness’
High risk of incidents when three factors align…
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Opportunity

STRATEGIC
• National interests

• Corporate espionage / 

sabotage

FINANCIAL 
• Fraud

• Theft (i.e. credit cards)

• Market manipulation

REPUTATIONAL
• Recognition of expertise / 

fame in hacker networks

• Making a political statement

PERSONAL
• Curiousity

• Greed or revenge

• Character flaws (i.e. 

sociopathic disorder)

FRACTURED LOGIC

• “I need / deserve the 

money”

• “They are working closely 

with a country I do not 

agree with”

• “They should not have 

such poor security – I will

teach them a lesson”

• “I’m only playing around”

• “They had it coming”

• “I am not respected”

SYSTEMIC WEAKNESSES

STRIDE susceptibility 

• Spoofing

• Tampering

• Repudiation

• Denial of Service

• Information Disclosure 

• Elevation of Privilege



Threat Personas (Aucsmith Framework) 
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David Aucsmith (Microsoft) “Threat Personas” framework (Aucsmith, 2003). 



Behavioral assessment attack simulation…
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Example:  Petri Net (YASPER)



Preferred 

methods 

of attack

Cyber

VAR

Company 

profile
Threat 

assessment 

/ attack 

process
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II. ECONOMIC

Market paradigm



access  ∝ risk 

power ∝ vulnerability
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http://www.bloombergview.com/articles/2015-04-

21/guy-trading-at-home-caused-the-flash-crash

Markets = networks 

2010

http://www.bloombergview.com/articles/2015-04-21/guy-trading-at-home-caused-the-flash-crash


Scott Mongeau (author’s own)
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Brittle and vulnerable systems…

https://xkcd.com/1354/


28

Brittle and vulnerable systems…
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Theoretical optimal in cyber resilience investment

Invest to point of optimality

global 

optimal

Profits

Costs

under-

invested
premium

investing

(P) 

Profits 

from digital 

participation

(Q) Quantity of cyber threat assurance 

break

even



Resilience 

assessment 

(maturity 

benchmarking)

Cyber

VAR
Preferred 

methods 

of attack

Company 

profile
Threat 

assessment 

/ attack 

process

Optimal 

investment

(risk versus 

profit)
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Technical EconomicBehavioral
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III. TECHNICAL

Medical paradigm



Emergency care           Disaster management

Public health
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Preventative care               Risk management



• Evidence-based management

• Clinical prediction

• Biostatistics

DIAGNOSTICS
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business valueTransactional
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Strategic

Data analytics

DESCRIPTIVE

DIAGNOSTICS

PREDICTIVE

PRESCRIPTIVE

Identifying 

Factors & Causes

A
s
p

ir
a
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l

T
ra

n
s
fo

rm
e
d

Optimizing 

Systems

Understanding 

Social Context 

& Meaning

SEMANTIC
Data 

visualization

DATA QUALITY

Business 

Intelligence

Understanding 

Patterns

Forecasting & 

Probabilities



Machine-readable, dynamic documentation
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Host Dependencies

global.acme.com CUSTOMER-DB-1, WEBSERVER-1

partners.acme.com WEBSERVER-2, CUSTOMER-DB-2

shop.acme.com CUSTOMER-DB-1, WEBSERVER-1

support.acme.com CUSTOMER-DB-1, WEBSERVER-1

training.acme.com WEBSERVER-2, CUSTOMER-DB-2

EXAMPLE:  Neo4j NOSQL graph database



Predictive analytics

Cyber risk analytics value propositions

• Pattern identification (i.e. cluster analysis)

• Trend analysis (i.e. regression)

• Machine learning (i.e. Decision Tree, SVM, 

Neural Networks)
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ArcSight
automated real-time alerts to: 

- ArcSight Logger
- ArcSight ESM 

- ArcSight Express

NetScout
nGenius Service 

Assurance Solution 

SSL proxy appliance
- collector

- decrypt, replicate, store traffic
- re-encrypt and send to destination

ArcSight Common 
Event Format (CEF) connector 

 Threat correlation 
 Anomaly detection 
 Root-cause analysis

 Deep packet analysis
 Forensics capabilities
 Event impact assessment

IBM Security QRadar Incident Forensics 

 Verify incident occurred
 Determine severity
 Reconstruct event
 Review, determine root 

cause, and take 
corrective/preventative 
action

OR

Routers

Firewalls

Switches

Wireless access points

Netflow V5

Netflow V5

Netflow V5

Netflow V5

Event datastore

PREDICTIVE MODEL BUILD / 
MAINTENANCE

 Machine learning 
approach

 Training dataset (known 
cases and sample data)

 Validation dataset
 Test dataset (sample)

DYNAMIC ASSESSMENT
 Periodic on-server 

analysis which generates 
alerts

          OR
 Export key risk factors 

(generated from model) 
and load as alerts / 
exception conditions in 
Firewall (or other 
proactive network utility)

Analytics
Engine

 Network traffic
 Threat intelligence
 Payload analysis
 Application activity
 Behavioral monitoring

Example cyber risk analytics solution architecture: 
SIEM + Net Flow analysis + predictive analytics
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Technical EconomicBehavioral



Security 

maturity 

assurance

Cyber

VAR

Data 

analytics

Probability / 

impact 

assessments

Continuous 

threat 

monitoring 

Cyber 

insurance

Real-time monitoring
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Converging and 
emerging solutions 
marketplace



Hybrid technology solutions market

Intelligence / 

policing 

solutions 

Regulatory 

monitoring

Fraud / AML 

detection

Forensics & 

discoveryReputation 

risk 

monitoring

Financial 

risk

Compliance 
(e.g. rogue 

trading)

Cyber 

security

Real-time

analytics

monitoring

solutions



End-to-end compliance platform providers
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End-to-end solutions that require substantial implementation overhead



Continuous threat mitigation framework
Real-time screening with analytics, alerts, and case-based workflow

Data 

Source

Data 

Source

Data 

Source

Data 

Source

Data 

Source

Process

Review

Deny

REAL-TIME 

SCREENING

CASE

MANAGEMENT

TESTING & 

OPTIMIZATION
ADVANCED 

ANALYTICS

BIG 

DATA

Rules and 

Models

DATA LAYER
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ETL



© 2015 Deloitte The Netherlands

ANALYTICSDETECTION THREATS CONTROLS ASSETS



© 2015 Deloitte The Netherlands

ANALYTICSDETECTION THREATS CONTROLS ASSETS

Asset Risk Tracking Emerging Threats and Dynamic Cyber Value At Risk

Ownership and GovernanceKey Operating Hardware

Asset Valuation Tracking Key Data Repositories
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IBM Watson Explorer Content Analytics

What does IBM’s Watson ‘think’?
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IBM Watson Explorer Content Analytics

What does IBM’s Watson ‘think’?
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IBM Watson Bluemix cognitive analytics

Threat monitoring example: IBM X-Force
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Pervasive web text analytics monitoring

Threat monitoring example: Recorded Future
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CONTACT DETAILS

drs Scott Mongeau

Analytics Manager

Risk Services

smongeau@deloitte.nl

+31 (0)65 359 8660

mailto:smongeau@deloitte.nl

